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1. O0mume cBexenus

1. Obnacte neificteusi KoHKypca: Hactosiuas KOHKypcHas NOKyMeHTAIus pa3paboTaHa B
COOTBETCTBUH C TpebosamusaMu “llonoxeHust AKIMOHEPHOTO KOMMEPYECKOro Ganka «ASIA
ALLIANCE BANK» o mopsjike OpraHH3aIii YCTaHOBJIEHHs PHIHOYHOI CTOMMOCTH HMYIIECTBA
H COOCTBEHHBIX LIEHHBIX OYMar, a TaloKe OIpe/IelieHHs [OCTABIIUKA TOBAPOB, paboT 1 yeiuyr”
PETYIUPYET NOPS/IOK NPOBEAECHUS U y4acTHsl YYaCTHHKOB KOHKYpCa B KOHKYpCE.

2. HanmenoBanme 3akxazumka: AKB «ASIA ALLIANCE BANK», 100047, r.Tamkesnr,
Ammabanckuit paion, yn1. Maxrymkyiu gom Ne2a Tenedou: (+998 71) 231-60-00, akc: (+998
71) 289-55-33

3. IIpemmer KoOHKYpca: ITposenenne paboT MO INPUBEICHHIO B COOTBETCTBHE U

CepTH(GUKAIMOHHOMY ayJIUTy cOOTBeTCTBHA TpeGopammsam Crammapra PCI DSS B AKB «ASIA
ALLIANCE BANK»

4. Bux KOHKypca: OTKPBITHIIA.

5. Herounuk ¢gunancupopanus: puHaHCHpYyeTCs 3a cueT cobeTBeHHbIX cpeacts AKB «ASIA
ALLTANCE BANK»

6. VYciaoBusi maarexa: nperomaTa B pasmepe 50%  OT pa3sMepa BOSHATPaKICHHS
NIEPEeYUCIAETCS Ha pacueTHbld cueT Mcmonmuurens B Teuenwnm 10 OAHKOBCKMX JHEH ¢ JaThl
noamucanus KoHtpakra. Octasmmecs 50% 0T pazmepa BO3HATPaKAEHHs BBIIIAYHBAIOTCS IO
(akTy oKkazaHHS YCIIyT.

7. Bamora niarexa: IpeIIOKEHHS MOTYT OBITh IIPE/ICTABICHE B HAMOHAJILHON BAJIIOTE
Pecybmuxu V36exucran, nommapax CIIA umu EBPO




2. IIpaBnia H TpeGOBAHNS JJIA YI2CTHHKOB

1. Y4YacTHHKH, TIpeCTaBIAIONINE TIPSAIOMKEH NS, DOJDKHE HECTH BCE PACXOME], CBI3AHHEIC
¢ MOATOTOBKOM M rnojaveil xoHKypcHOM mokymentaimu. AKB «ASIA ALLIANCE BANK» #e
HECET HHKakOH MaTepHaJbHOH OTBETCTBEHHOCTH 3a pPACXOAEl, NOHECEHHBIE YYaCTHHKOM
KOHKYPCHEIX TOPI'OB IIO TIOATOTOBKE U IPEJOCTABICHIIO KOHKYPCHOTO NPEIOKEHII.

2. B xoHKypce MOTYT IIPHHATD yYaCTHE KAK MHOCTPAHHEIE (PUPMEBI H OPTAHM3AIMH, TaK ¥
oTedecTReHHble Mcemommmrenn (anee IO TEKCTY «YYACTHHK KOHKYpCA»), BEHIIONHUBIINE

YCHOBHA, IIPCABSABIACMBIC HACTOAMIMM HOKYMEHTOM, WMEHOIIHE HeOOXOMUMEIH OIEIT 10
OKA3aHHIO ONOOHBIX YCIIyT.

3. K yuacruio B KOBKypce He donyckaromes GUpMEl H OPraHu3aliu:
- HaXOJAINVeCs B CTAUH PEOPraHU3aAlMY, TUKBAAAIAKN H GaHKPOTCTBA;

- I€ IPENOCTABHUBINHC B YCTaHOBJIeHHBIﬁ CpOK HGOGXOJ_'[HMBIG JOKYMEHTBI JId YYacTHA B
KOHKYpPCE,

- HC H/UIe)Kallle MCIONHABINME NPHHATEIE 0043aTENLCTBA 10 paHee 3aKIIOYEHHLIM
KouTpakTraM ¢ IJoxymarenem;
- YIpeXOeHHbIe MeHee YeM 3a 12 MecsIieB 1o oObABNCHAS KOHKYPCa;
- HE MMCIOIHE COOTBETCTBYIOUIEro cratyca B perHoHe CEMEA - Qualified Security
Assessor (QSA), cpoxoM He MeHee 3-X JeT, IO3BOIISIOLIErO IPOBOAUTE paGoTH B PErHOHE;
- HaXOJIIIHECS B COCTOAHMM CyNeOHOTO HIlH apOnTpakHOTo pa3OupaTenbCcTBa;

- He oTBevarommpe TpebopaHuAM KOHKYpCHOM JOKYMEHTAlMM IO KOMMEPYECKHM,
(YHEAHCOBEIM U MHEIM TIOKA3ATEILIM.

4. Konkypenoe npegmoxeHne JOJDKHO GBITh IIPERCTABIEHO B OJHOM ONEYATAHHOM
KOHBepTe. BH3MpOBaHWEe YNOJHOMOYEHHEIM MpeJICTABHTENEM Y4YACTHHKA KOHKYPCA, 4 TalOKe
OIICYaThIBAHHE KOHBCPTA IPOH3BOAMTCS B MecTax ckieliku. KoHBEepT moinkeH OHITH OnevaTaH
INTAMIOM HIM II€YaThI0 Y4acTHHKa (IpH HamuuwH). B ciiyuae OCYyINeCTBISHHS AESTEIbHOCTH
Ge3 medatn w mTamna, HeoGXOAEMO ykasaTe 06 3TOM Ha KOHBEPTE ClENYVIOLIell HANIMCHIO:
«IEATENLHOCTh OPraHu3aly OCYIIECTRIACTCA 0e3 IevaTw/mTaMma». B KOHBepTe JOJDKHBL
COIEPKATHCS BMECTE C KOHKYPCHBIM IIPEUIOKCHHEM CJIEYIONINE MATePHANIE U TIPOBEEHMS
KBATH(QHKANHOHHOIO 0TOOpA:

4.1. Kormuu NOKYMEHTOB O FOCYNaPCTBEHHOM PErHCTPAMH TIPETEH)IEHTA;

4.2. Obmas mabOpMaIUs 0 KOMIIAHNH;

4.3. Cpok geiicteua ctatyca B perione CEMEA - Qualified Security Assessor (QSA) e
MeHee 3 JIET AOJDKEH OLITh NOATBEMKACH IMCEMOM OT PeryIUPYIONTe OPraHu3aI(My WK B BIJIE
Jorosopa ¢ MIIC;

4.4. IlonTBepKAEHAEM CTaTycOB NOIDKHO OBITH HAXOXEHHE KOMIIAHMH (4 €& ayJHTOpPOB)
B AKTYadbHBIX CIMCK4X CEpTUQUIMPOBAHHEIX aymauropoB: Payment Card Industry Security

Standards Council (cceuika:  https://www.pcisecuritystandards.org/pdfs/pci_gsa_list.pdf) —

HeO6X0)IHMO HNPEeOoCTABHUTL KOIMHKD CITACKA,;

4.5. Mudopmanust o He MeHee 10-TH 3aBepmeHHEIX paboT O OIEHKE COOTBETCTBUS
TpeGoBanmm cTangapra PCI DSS 3a mocmexmue 2 (ma) roma (pe3ynbTars! npuests: MIIC u
BBINAHBL CePTU()MKATEI COOTBETCTBHS) M HE MEHEEC 3-X 3aBEpIIEHHBIX NPOEKTOB IO OLEHKE
coorseTcTBUA TpeboBauuam crampapta PCI DSS (pesymbratel mpuastst MIIC ¥ BBIZAHED
COPTU(UKATEI COOTBETCTBIA), IIPOBEASHHOTO Ha TeppHTOPHH Pecirybnmku Vabexucras;,

4.6. Cpemu uieHOB KOMAHABI JOJDKHBI OBITH MpPEACTABIEHE! CIENHATNCTH, OBJaLaronie
NOATBEPXKAEHHBIMI KOMIIETEHIAME B 00NacTH MH(GOPMAHOHHO1 63011aCHOCTH:

- Halg4He B IITaTe CePTHQUIMPOBAHHBIX CHEHANVCTOB, OOJANAIOMMX CTATYCOM
Qualified Security Assessor (QSA) — se MeHee 5 (Komus cepTH()EKATOB CHENMATICTOB, Pe3lOMe
CIENUAIIICTOR), :




- HAIMYHE B MITATE CEPTHQHIHPOBAHHBIX CIEIMAIMCTOB, OO0NAJAIOIUX CTATYCOM
Certified Information Systems Security Professional (CISSP) umu Certified Information Systems
Auditor (CISA) — ne menee 1 (Komms cepTUdHKATOB CIIEIHATHCTOB, PE3IOME CTICIHAIHCTOR);
- HAJIAYHe B I0TaTe CIeNHAaNCToB, obmanaromux crarycoM BSI ISO/IEC 27001 Lead
Auditor — ne Meree 1 (Konua cepruduxaToB ClEIMANACTOR)
- HaW4Me B IUTATE CHENHANHCTOB, obmamarommx crarycom ISO/AEC 27001 Lead
Implementer — re Meree 1 (Komms cepTuduKaTor cnelnaIzcToOB)
- Haly4HMe B MITaTe CHEeIManMcToB, obnamatommux crarycom Certified Ethical Hacker
(CEH) — ne menee 1 (Komnus ceprurKaToB CIEIMATHCTOR)
- HAIMYHAE B IITATE CIENUANHCTOR, oOnamaromux ctaTycoM PCI Secure SLC Assessor umu
PCI Secure Sofiware Assessor — e MeHee 1 (Komist cepTu(hUKATOB CIECTHATHCTOR)

4.9. Ha xosBepTe YKa3bIBAalOTCA HAWMEHOBAHME ¥ ajipeC 3aKasumKa, KOHTAKTHEIE
TeNE(OHE, a TAKKe:

* HasBanue (IIpeoMeT) KOHKypCa;

* HaHMEHOBAHMC YUYACTHHKA KOHKypca, KOHTaKTHEIe JanHke, MTHH yuacTHHKA;

* OMeTKa - «He BCKpBIBATH 0 YCTAHOBJIEHHOTO BPEMEHH [IPOBEAEHHA KOHKYpPCay.

KoHBEPTEI HE OIeuYaTaHHBIE M HE NOMEYCHHBIE B COOTBETCTBHM ¢ BHIIEYKA3aHHBIMH
TpeDOBAHUAME He IPHHUMAIOTCS ¥ HE PacCMaTpHBAIOTCA.

3. IIpr neobxomumoctr KOHKypCHast KOMICCHS MOXKET NOIOMHUTENLEO HOTPeBOBATE OT
YYacTHHKOB KOHKypca IIPEIOCTaBICHHS JIONOJHHTENBHOW HMHPOPMAIMH  KACATEJIEHO
NPEACTaBICHHBIX UMW KOHKYPCHBIX MPEAJIOKEHMI MM APYTHX JOIOJHHATEIEHEIX JOKYMEHTOR,
HeoOX0JUMBIX IS BEIIOHEHHS TAHHOTO 3aKas3a.

6. HukakHe BCTaBKM MeXIY CTPOKAMHE, IOATHPKM WM [PHIHCKK B JOKyMEHTAX
KOHKYPCHOTO MPEIVIOKEHHS He JONYCKAIOTCs, a IIPH HalWYiW WX B JOKYMEHT4X, 3af9BKa He
HOJTENHT PACCMOTPEHHUIO B OTKIIOHASTCS.

7. VYaCTHEKM KOHKYpCa MOJDKHBEI IpPENCTaBHTL KOHKYPCHOE IIPEIJIOKEHHE CTPOTO B
COOTBETCTBMH C (opMaMM, IpemmaracMeiME B KOHKYpCHON JOKyMeHTam@n. B cirydae
NPEJOCTAaBNCHUS KOHKYPCHOTO TpPENNOKEHHA He II0 ¢opMaM HacTOSIEed KOHKYPCHOH
JoKyMeHTanuy, KOHKypcHas KOMHCCHS BIIPaBe OTKJIOHATE JaHHOE IPEJIOXKCHHE.

8. Tlpemnoxenust JOIDKHEL IOJNABATECH NEABHO W B KOJAHYECTBAX, YKA3aHHEIX B
KOHKYPCHOM JOKYMCHTALIMHU.,

9. IlopHoMOYHMA  TIPEACTABHTENS  YYaCTHHKA  JODKHEL  OBITh  IOATBEPKICHBI
JOBEPEHHOCTHIO/MPHKA30M, KOTODhIE [OIDKHBI OBITH IIPEACTABIIEHBI KOHKYPCHOM KOMICCHL
HosepeniocTs nomkHa 651Th odopMerna no gpopme [Tpunoxenns Ne 4.

10. Bce HOKYMEHTHI, IpelOCTaBISeMble B pPaMKax KOHKYPCHOTO MPEeIOKEHMH,
IOIDKHB! OBITE BBINOJIHEHH! HA PYCCKOM A3EIKE, IOANMCAHB! YIIOJHOMOYEHHEIM IPCACTABHTENEM
VHaCcTHMKE KOHKypca, INpPOIIHYPOBAHEL, IIPOHYMEPOBAHEI ¥  CKPEIUIEHH  ITOAMIMCBHIO
IPCACTABHTENS WUIHA [EYaThl0 YYacTHHKA KOHKYpCA. VYWYACTHHK KOHKypca HeceT
OTBETCTBEHHOCTH 32 JOCTOBEPHOCTH MpPENOCTaBILIEMOH HMHGOpMAIMH B PaMKaX HACTOSIIErO
KOHKYypca.

11. Konxypcnoe npejyioxeHune JOIDKHO OBITH JeHCTBUTENLHO B TEUEHHE He MEHee 3
(Tpex) MecsiueB o JHS OKOHIAHMS NPHEMA KOHKYDPCHEIX IIpeUIOKeHI,
12. KonxypcHBIe 11pe/noxesns IPHHUMAIOTeS B 1'0JI0BHOM oduce GaHKa 0 ampecy:

r.Tamkenr, Smuabanckmif pation, yn. Maxrymxymm, nom Ne2A 10 cpoka, yKasaHHOTO B
0OBABJICHHM O IPOBEACHHH KOHKYpca. [Ipeiokens, oMydeHHbIe IoCIe YKa3aHHOTO CPOKa, He
paccMarpuBAOTCA M BO3BPAINAIOTCH YJ4aCTHMKAM KOHKypca O3 BCKDHITHS XOHBEPTOB.
ONeKTPOHHEIE TPEANOKEHHS He NPHHAMAOTCK. (OHHAHCHPOBAaHHE AAHHON 3aKymkw OyneT

OCYILECTBIICHO 3a cuer COOCTREHHEIX CPEICTB
AKDB «ASIA ALLIANCE BANK».
13. Ilepenoc maTel M BpeMEHHM OKOHUAHHSA [pPHEMA NPEIICKEHMH Ha y4acTHE B

KOHKYpCe NMPOU3BOJUTCSA TONBKO perieHreM KOHKypCHON KOMACCHYL
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14. Bpemsa BCKPHITHS KOHKYPCHBIX IIPEUIONKEHHE onpenensercad KOHKypcHoit
KOMHCCHEH TI0CJIe OKOHYAHHS CPOKa IpHeMa KOHKYPCHBIX IIPEUIOKEHHIA.

15. Ecim napyXHBEIH KOHBEPT ¢ KOHKYPCHBIM MPEATOXKEHAEM HE OIeYaTaH JOIDKHBIM
00pa3oM, MMEET HapyINCHMs NEYaTH WA DPaspeiBE, TO KOHKypCHAS KOMHCCHMS BIIpaBE He
NPHHMMATE UX K PACCMOTPCHHIO.

16. KoHkypcHas ~ KOMHCCMA ~ BOpaBe HE  pACCMATpHBATL  IPEIOMKEHHS,
NpPCACTaBNCHHEIE HE HO (hOpME, HE IONHOCTHIO O(GOPMIEHHHME WIM HE COOTBETCTBYIONIWE
OTOBOPEHHLIM YCIOBHIMH.

17. BCKprITHE KOHBEPTOR € NPEIVIOKEHHAME YYaCTHHKOB KOHKYpCa IIPOH3BOJHTC
Ha 3aCeNaHIH KOHKYPCHOM KoMHCCHE. KOTMH IIpoTOKONa BCKPBITHS NPEANoKeHutt YuacTHHKaM
KOHKYpCa He IIPEIOCTaBJISIETCS.

18. PaccMOTpenHEle KOHKYPCHBIE TPEJUIOKEHHS, a TAKKe APYras NOKYMEHTALHS,
HpeACTaBIeHHAS UL YYaCTHS B KOHKypCe, BO3BPATY yYacTHUKAM He ITOIeKar.
19. Onenka KOHKYPCHBIX IPEINIOKEHHH W oUpeaeneHre NoGeIuTeNs KOHKypca OyaeT

IIPOM3BOAUTHCS HA OCHOBAHMM:

- aHaNM3a W CPABHCHUS NPEUIOKEHAH cormacHo pasjena «3. Texuudeckas 9acTby;

- COOTBETCTBHS IIPCUIOJKEHHBIX IIEH CPCAHEMHPOBBIM H CIOXKHBOIEHCA KOHBIOHKTYpE
DHIHKA;

- HHBIM IlapaMeTpaM, MpeqyCcMOTPeHEBIM HacTosmel KoukypeHo#i qoxymMeRTanue.

20. Bo BHuMManmme TaKKe MOTYT NPHHEMATLCA JOLOJHETENBHBIE TEXHMUCCKHE,
OPTaHU3AIMOHHEIC W  KOMMEPYECKHE IPEHMYIIecTBA NPENOCTABICHHEIX  KOHKYPCHBIX
TPEATIONKEHMM, 8 TAKXKE PEMyTalus YUacTHAKA KOHKYpCa.

21. Cpox paccMOTpeHHs KOHKYPCHBIX IIPeIJIOXKEHHI ompenensiercss KOHKypCHOM
KOMHCCHEH ¢ MOMEHTA BCKPBITHS KOHBEPTOB, HO HE MOKET IpeBhIIIaTs Gonee 15-Tu amHeft.
22, IIpennoskenus MoryT OITh IPEACTABIIECHS B HAMOHANBHOM BamoTe PecimyGmHKu

Ysbexuctan, nomnapax CIIA wm EBPO. Ilpu amanuse npemtoxeHmit CyMME  OYIyT
YIUTHIBATECH B HAMOHAIBHOH BaMOTE - cyM mo Kypcy IlenTpanssoro Gamka PecmyGvkn
V30eKAcTaH Ha JIEHb BCKPLITASL KOHBEPTOB.

23. Ilpu  Heobxomumoctn KOHKypcHAs KOMMCCHS MOXKET  JOTONHHTENHHO
MOTpeGOBaTE OT YJacTHHKOB KOHKYpPCA HPEIOCTABICHHS JONONHHTENIbHON MHDOpMALH
KacaTeJIbHO MPEACTABICHHEIX MMHM KOHKYPCHBIX NPEUIOKCHHH ¥ JPYTHX JOIOIEWTEIBHEIX
JOKYMEHTOB, HEOOXOAUMBIX JULT BEIIIOMHEHMS JAHHOIO 3aKa3a.

24. KoHKypCHaA KOMHCCHA TapaHTHPYeT KOH(UICHIHMANBHOCTD [IPEIOCTABISEMEIX
MIPEIOKCHMIH,
25. Ilpu jmobo#t moukiTke yuacTHMKa KOHKypca 0Ka3aTh BIHAHAC Ha peIeHHE

Konkypcnot xomMuccun (IIpH aHaM3e OPeIOKEH I I Iy BEIGOPE Hpe UIoKeHNs, Hanboee
TPEEMIICMOTO UL 3aKIIOYCHHS KOHTpakTa) KOHKypcHas KOMMCCHS MMEeT [IPABO HCKIIOUHTE
€ro U3 Yucia Y9aCTHHKOB KOHKYpCA.

26. B cuyuae, ecu IloGemuTens KOHKYpCca OTKA3HIBAETCA 3aKINIOYMTh KOHTPAKT, TO
OpaBO HAa €ro 3aKIHOYCHHE INEPEXOJHT K PE3epPBHOMY YYAaCTHHKY, MMCIOMEMY HAYUIYYIINE
nokasarenu nocne IToGenures.

27. B ciydae ecrm kOHKypc He COCTOSIICS WilW MMEN OTPHIATENBHEIH pesymbTar, 110
pemenimo KOHKypCcHO# KOMHCCHH BO3MOXKHO IIOBTOPHOE TIPOBEAEHHE KOHKYpPCA.

28. KoukypcHas xOMHCCHA MOXKET OTMEHATh KOHKype B JHoboe BpeMms, c
NUCBMEHHEIM YBEAOMIICHUEM YYacTHHKOB KOHKYpCa.

29. IToGenurens KOHKypca 3aKIIOUaeT KOHTPAKT ¢ IIOKymaTeneMm INOCTe IpPHHATHS
COOTBETCTBYIOIEro pemieHns KoHKypcHoll koMHccHell M 1molygeHds yBemomienus Pabouero
OpraHa o MPUCYXKIEHUH eMy ITpaBa 3aKIF0YEHAT KOHTPAKTA.

30. Y9aCTHHK B NpeJCcTaBIAeMON 3asiBKe HA YUACTHE JIOJDKEH YKAa3hBaTh ILEHY
npeoxenus ¢ yuerom HJIC wm 6e3 yuera HJIC.
31. lIpeanosxenys JOMKHEI MONABATHCS LENBHO W B KOJNHMUECTRAX, YKA3AHHBIX B

KOHKYPCHOY JTOKYMEHTALIM.




3. Texanueckas 4acTh

O0mue ceenenns

1.1, Ifonnoe naumenoeanue npedmema pabom

ITpusepenme AKB «ASIA ALLIANCE BANK» B COOTBETCTBHE TpeOOBaHMAM
craggapra PCI DSS 3.2.1 (nanee — PaGoTer).

1.2.  I'panuyr nposedenus pabom

PaGoTe1 iposonaTes He Goslee 9eM Ha 2-X INIOIIAAKAX 3aKa3umuKa, PACTIONOKCHHBIX B T.
TamkeHrT, Pecrrydbmuxa Yz6exucra.

BHelHui TecT Ha IPOHHKHOBEHWe BhIIONHAeTcs Vcmommwrenem He Gonee 1-ro
(onHOrO) pasa.

BHyrpennuii TecT Ha NIPOHWKHOBEHHC BHINONHsercs McmonaHmTeneM He 6onee 1-ro
(oaHoro) pasa.

BremHee — ckaHHpoBanue — ya3BuMocTed  (ASV-CKamMpoOBaHHe)  BEIIONHASTCS
VicnonuwTesneM Kak MEHUMYM €XXeKBAPTAIHHO B Teuenue | Tofa ¢ ATl IPOBEJEHHS IIEPBOTO 13
ASV-cxanuposanus 1y He Oouniee 9em 5 IP-aapecos.

Pacmupenne rpaHun paloT 3aKpemiseTcs DOMONHUTENLHEIM COTIAIISHHEM CTOPOH K
Horoeopy, noanuceBaeMsM CTOPOHAMY U CKPEIUIEMBIM nedatsmu CTOPOH.

1.3.  Cocmag pabom

Hna npusenenws 3akazumka B cooTBeTCTBUe Tpebopammsam Crammapra PCI DSS -
HernonauTens obecniednBaeT BHIIOIHEHAE CIIEAYIOMUX paboT;

a) IlpensapurenbHEIH ayAuT H KOHCYJSTHPOBaHME HA OSTAlle NPHBEJCHHA B
COOTBETCTBUE, BKITIOYAS!:
= JlpenBapuTeNLHBIH ay/UT HA IUOINAAKE 3aKa39HKa;
* KoncynmsTHpoBaHHe 110 BHIOODY BO3MOJKHBIX CPEACTB 3aLMMTHL M CIOCO0aM
CHUJKEHMS 3aTpaT;
*  PaspaboTky JeTaNbHOTO ILTAHA IPHBEACHHS B COOTBETCTBHC,
= Oxa3zaHue rofoBOH KOHCYIBTAIHOHHOM II0UIEpXKKH II0 BOIPOCAM BEIIOIHEHNSA
TpeboBawumii CTaHmapra;
b) PaspaboTxy makera HeoGXOIUMON HOPMATHBHOMN JOKYMEHTAIMY,
¢) IlpoBencHHe BHEINHHX CKAaHHPOBAHWI ya3BUMOCTe (ASV-CKaHHpOBAHH);
d) IlpomeneHne BHELTHEro TECTUPOBAHUSA Ha IPOHUKHOBEHNE,
e) IlpoBenenne BHYTPEHHErO TECTUPOBAHKA HA IPOHHKHOBEHYE,
f) TecrupoBaHHe MEXAHHIMOB CEIrMEHTAIMM
g) IIpomenenne HTOTOBOTO CEPTUPHMKAIMOHHOTO Ay aUTA.

2. JTansl nporeaeHHs pador

2.1.  Ipedsapumenvrsiii ayoum no mpedosanuam Cmanoapma PCI DSS 3.2.1
2.1.1. Ilpedsapumenvroe onpedenenue obnacmu npumenenus Cmandapma

Lemso manHOIo 371ama sABISETCA ONpedeneHne obnactd npumenenus Cragpapra PCI
DSS 3.2.1 npuMeHnTensHO K cospagaeMoii u umeromeiica UT-undpactpykrype AKB «ASIA
ALLIANCE BANK» a Taike corfacoBanie o0GhbeMa BEHINOIHAEMEIX paboT IpH IPOBENCHUM
MEPBHYHO OLIEHKH NPOLECCHHTOBOIO LIEHTPa 3aKa3YHKa.

Hns onpenenenus o6nactr npuMeHernsa Craxnapra PCI DSS 3aka3uuk IpeoCcTaBiIseT
HOKYMEHTAIHIO O paspabareisaemMoli (cymecTpyromeii) apxurekrype AKBE «ASIA ALLIANCE
BANK» mepeune crcTeM, y4acTBYIOIIEX B Npoleccax 06pafoTKH, XpaHCHHS WM Iepeiavn
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J@HHBIX MIIATEHKHEIX KapT, & TakKe CYUIECTBYIOIIRX poLeccax odecredeus HHOPMAIHOHHOH
Ge30IacHOCTH.

PesynbraroM pmaHsoro sTama sBisieTcA HepedeHbL OOCHEMYeMBIX  (DM3MYECKHX,
NPOrpaMMHEIX M MH(POPMALHOHHEIX PECYpPCOB, ()YHKIHOHANBHBIX HOJCHCTEM, BKIIOYacMEIX B
TPaHMIIE IpoBeLeHus paboT.

2.1.2. Cbop opzanu3ayuoHHOil 4 MeXHU4eCKOl UHPOPMAUUL 0 NPOUECCUHZO060M
HeHmpe

Henpo faHHOTO 3Tana SBIIETCS NOMYICHHe aKTyaIbHON M I0CTOBEPHOH HH(OpMAIMK
00 apXuTEKTYpe CO3JaRaEMOr0 MPOIECCHHTOBOTO IIEHTPA, NOTOKAX AAHHBIX INIATEXHBEX KapT,
TCKYIIeM YpOBHE ofecredeHust MH(OPMALMOHHOM 6¢30MACHOCTH, IIIAHOB MO PAa3sBHTHIO H
MOJIEpHM3AIMH TIPOLECCHHIa, a Tarke Ipyrod WH(pOpMAaluH, HeoOXOAMMOM JUIL OLEHKH
coorBeTcTBUs TpeGoBammaM Cradpapra PCI DSS u paspaborke [Tnana MeponpHATHI ¢
PEKOMEHIAIMAMH II0 HOATOTOBKE K YCNEITHOMY CEPTHOUKAIHOHHOMY ayIuTy.

I1pu BEUIONHEHNE TAHHEIX PaboT NPOM3BOIUTCH cOOP CIEAYIOMMX CBEIEHHMI:

* 00 OpraEU3alHOHHOM CTPYKTYPE;
® O CIPYKTYpe KOMIUIEKCA HCIOMb3YEMBIX IIPOrPAMMHO-TEXHIIECKHX CPEICTB;
® O TOIIOJIOTHH CETH M MPUMEHAEMBIX METOAAX CCTMEHTAINH (B T.9. XapaKTepPHCTAKM

HCIONB3YeMbIX KaHAIOB ¥ TOYEK MOAKMIOYEHNS K CeTAM CBA3M M cerw MuTepHeT,
0ecIIpOBOIHEIC TOUKYH JIOCTYHA);

0 npolenypax obecrieyeHus 6e300aCHOCTH B TOKANBHOM CETH;
0 MeXaHH3MaX 3aIIHThl JaHHBIX IINATEKHEIX KapT;

0 IpoIeNypax yMpaBlIeHAd YI3BHMOCTAMYE;

0 peaaM3alUi CHCTEMEI YIIPABICHUS JIOCTYIIOM;

O IpoIeiypax MOHMTOPHHIa ¥ KOHIPOIA JOcTyna {(Ha YpOBHE CETH W
[IPUITOYKEHM);

* 0 MOJHTHKE WHGOPMAMOHHOM 6e30MaCHOCTH.

CBop Beex HEOOXOMUMBIX CBEACHUI NIPOM3BOIUTCA IyTEM M3YIEHHUA MPeJOCTARIEHHOM
3aKazuyMKoM JIOKYMEHTAlMH, IPOBEACHHS HHTCPBBIO C IIEPCOHATOM 3aKasumka, aHAIu3a
KOHQUIYpanMOHHBIX (hafilOB NpPOrpaMMHBIX H  IIPOTPaMMHO-TEXHHYECKHX CHCTEMHEBIX
KOMIIOHEHTOB, JICMOHCTPHPOBAHUS COTPYIHHKAMU 3aKa39rKa BHITIONHAEMBIX HMH [IPOLIELYD.

Taxxe, mo skemammio 3axa3uvKa, HA NAHHOM 3Talie MOXET OHITH IPOBENCHO
OJHOKpATHOE BHYTpEHHEe CKaHHPOBAHME YI3BHMOCTEH, ¢ BBIawell pekoMeHjauuii o
YCTPAHEHMIO BBIABIICHHEBIX YSI3BHMOCTEH.

2.1.3. Ouenxa coomeemcmeun mpebosanusm Cmandapma PCI DSS

Ilenpto JaHHOrO 3Tama SBISICTCS ONPE/CICHUE TEKYIEro YPOBHS COOTBETCTRHS
IUTATEXKHOTO 1UIk03a 3akazdamka TpeCosammsM Crangapta PCI DSS.

Ha manHoM sTame, Ha OCHOBE MOJYYCHHON paHee MUH(GOPMAIHH - BEIIOIHAETCS aHATH3
COOTBETCTBUA WMH(PPacTPyKTypsl 3akasuuka Tpebosamwsam Crammapra PCI DSS, mos wero
IPOBOIATCH CIEMYIOIHE paboTH:

®  AHAIW3 CTPYKTYPHI CETH M CETMEHTAIH;

* aHamm3 KOH(QUrypalmuii akTHBHOIO CETeBOro 00OpPYAOBAHMS M CYIIECTBYIOIHX

TIPaBHII pasTPaHMYCHH!s JOCTYIIA;

®*  AHANM3 UCIMOJIB3YEMEIX CETEBHIX IPOTOKOIOB C TOUKH 3penust 6e30MacHOCTH;

*  AHAM3 OPUHATHIX B MH(GOPMALHOHHOM CUCTEME MONHTHK OE30IIacHOCTH;

®  AHAIK3 IPOLECCOB 00PabOTKI TAHHEIX IUATEXKHBIX KAPT, )

* H Ipyrue HeobxoauMele paboTEL

Pesynprarom paboT Ha manHoM srane asnsercs «OT4eT 06 OIEHKE COOTBETCTBHS
CO3/aBAGMON M CYIICCTBYrOmEH HHGPACTPYKTYyphl 3akazunka TpeGoBammam Crammapra PCI
DSS». JlauHbIH OTYET, BKIOYaeT B cefs ONMCAHHE NPE/(IAraeMON apXHMTEKTYPH ILTATE/KIHOTO
IINMI03a, epeyYeHb BRIABICHHEIX HeCOOTBETCTBHI TpeboBanusm Cragmapra PCI DSS, omucanme
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TeKymeit obnactu mpumermMocTH TpeboBanmit Crangapra PCI DSS (texymieif o61acTi ayaura)
H BXOJAIIHUX B HEE CHCTEMHEIX KOMIIOHEHT.,

2.1.4. Paspabomxa pexomenoayuii o npueedenuIo ¢ coomeememene mpebosaHuIm
Cmandapma PCI DSS ’

Ha pamsom osrame paGoT ocymectBisercss paspaloTKa BO3MOXHBIX BapHAHTOB
peaimsanu  Tpebosamuii  Crammapra PCI DSS, myreM mocTpoeHHS — KOMIIEKCa
OPrany3alMOHHBIX MEPONIPHATHH M peann3alMy HeoOXOMHUMEIX TEXHMYCCKMX pelleHni, Takxke,
Ha JIQHHOM JTane pa3pabarpiBaloTc BOZMOXKHEIE BAapHAHTH YMEHBINCHHS OONACTH Ayjiura
(obnacta cepruduKaIiM) NI CHIDKEHHS CyMMApHBIX 3aTpaT Ha JIONTOTOBKY K YCIIIIHOM
CEPTH(QUKANNM, 332 CUET YMEHBIICHWA WHMCIa BHEIPAGMBIX CPEACTR 3alMTHL M 0GBeMa
[IPOBOJHUMBIX paboT.

Ilpu cocTaBiaeHEE peKOMEHJALHMH IO YCTPAHEHHIO BhISBIEHHBIX HECOOTBETCTBMIL
TpeGopanmsam Cranpapra PCI DSS yuuTHBa0TCS CIIEAYIONTHE HAPABICHIL:

*  YMEHBIICHHE IpaHuL IpuMeHuMocTH TpeGosanmii Ctanpapra PCI DSS;

*  M3MEHCHEE KOH(QUTYpamuii CymecTBYIOMUX CPEACTB 3alHTEL;

* nmopaboTKa cymecrByromelf M paspaboTka [ONONHHUTEIBHOM NOKYMCHTAaIMH B
obnactr obecneueHns HHPOPMAHOHHON Ge3011aCHOCTH;

® BHEAPEHHC W HACTPOMKY NONONHUTENBHEIX CPEACTB 3alUTH HHOOPMAIMHA (Kak
OOLIEMOCTYIIHEIX, TaK ¥ KOMMEPYECKHX PelIeHHi);

PesymsraToM paGoT Ha JAaHHOM JTalle ABISETCH NEPENaBACMEIM 3akasuuky - Ilram
peaM3anvi OpraHU3aIMOHHEIX ¥ TEXHHIECKHX MEPOIPHSTHH, BBIIOTHEHHE KOTOPEX MO3BOIMT
obecreunTs BEINONHEHNE BeeX Tpebosanmii Ctanmapra PCI DSS.

2.1.5. Obyuenue ocnosam mpebGosanuii cmandapma PCI DSS

B pamxax pannoro srama MCIONHWTENS TIPOBOIMT Pa3oBoe OOYYEHHE CIEIMAIHCTOB
3akasumka ocHOBaM obecneueHus cooTBeTcTBUS cTanAapTy PCI DSS.

OGygenne 1o COTNACOBAHMIO ¢ 3aKa34MKOM MOJKCT HPOBOJMTECH JHOO OYHO B I.
TanikenT, B ouce 3axasumka Bo Bpems Busuta QSA-aymuropa B pamkax Drana 1 m6o B Bune
BIOUHApa.

OGyuennie IpoOBOJMICA B TeUeHHE He Goliee geM 5 (TIATH) 9acoB.

Kypcrr mpoBosgTes o clieyromeit mporpaMme:

1.  Bsenerue B cramyapt PCI DSS

1.1. PCI SSC u o0z0p cTaniapra

1.2, TepMHHONIOTHS MIATEKHON HHAYCTPAN

1.3. Knaccupukaups ToproBo-CepBHCHEIX IPEANPHITHI B CEpBHC-TPOBAlAEPOB

1.4. JKusnennsiit mukn crangapra PCI DSS

1.5. B3aMMOOTHONIEHHs YYaCTHUKOB B PAMKAX CTaHAAPTa.

2. Pomu B cragmapre PCI DSS u cMexHBIe CepTH(HKAIME

2.1. Pomu mnatexusix OpeHI0B

2.2. Ilporpammsl GezomacHocTH JaHukx 0T VISA 1 MasterCard

2.3. SAQu ROC. B uem pazmuna?

2.4. OO630p cragmapra SSF

2.5. O630p crangapra P2PE

2.6. O63op crannapta PCI PIN Security Requirements

2.7. Ponm u 0683aHHOCTH YHACTHUKOB

3.  OGuapyxeHHe NaHHBIX IUTATEXHEIX KApT U OONACTh ayauTa

3.1. Kax o6Hapy:XHTh TAaHHEIE IIATEKHbIX KapT B CBOCH HHPPACTPYKTYpE.

3.2. Cermenramus cetd. Kak npaBiiIbHO BEIIOIHHTD.

3.3. Kaxk onpenenuts 06macTs ayauTa.

4. Tpebopanus cranpapra PCI DSS

5.  Bgezapenwe u mojepxanne cootseTcTsra PCI DSS

5.1. OcobeHHOCTH NPHBE/IEHAS B COOTBETCTBYE TPeGOBAHHAM CTAHAAPTA

5.2. TpebopaHus ¢ IEPHOTUYECKEM KOHTPOJIEM




5.3. Tpebosarua ¢ MOCTOSHHEIM KOHTPOJIEM

5.4. Ayrcopeunnr tpebosanmii PCI DSS. Kak ripagiibHo OpraHH3oBaTs.

5.5. Kak npuMeHATH KOMIIEHCHPYIONHE MEPHL.

6. Bcemomorarensasie goxymenTe: PCI SSC u pabora ¢ MeXIyHapoJHBIMH
IJIaTEXKHBIME cucTeMamu (MIIC)

6.1. O630p BcomorarensHEX JoKyMeHTOB oT PCI SSC

6.2. IlpmopuTeTHEIH IOAXOM B JOCTIKEHAN cooTBeTcTBHA PCI DSS,

6.3. ROCu AOC. Yro renars ¢ OTYETHEIMHA JOKYMEHTAMH?

7.  Tlomgpemenme WTOroR

IIporpamMma KypcoB MoxeT ObITh CKOPPEKTHPOBaHa MComHuTE IEM.

2.2.  Paspabomka naxema HODMAMHUBHOI QOKyMeHmayuu

Ilenpio pmaHHOrO »sTama sBIsieTcss pa3paboTKa Nakera MPOEKTOB HOPMATHBHOMN
JOKyMEHTAIHH, HeOOXoMUMOH /uId BEIonHeHus Tpebosanmii Ctanmapta PCI DSS, BKmouas:

e  (CraHpapTsl KOHQUIYPHPOBAHHUS ONEPALHONHEIX cucTeM B CYB/I;

e [lomuruxy obecreueHnsa 6€30MACHOCTH NAHHBIX IIIATEKHBIX KApT;

e [lponeaypsl pearupoBaHyst Ha HHIMACHTE HHQOPMAHOHHOH 6€30acHOCTH,

e PernaMeHTE M HHCTPYKITHH;

o Jlpyras Heo6X0/HMast JOKYMEHTAIHS.

HroroBerf cocTaB pa3pabaTHIBAEMBIX JOKYMEHTOB OIPEIENSISTCA  ayaMTOpaMH
Wcnonwurens mo pesynbTaTaM drama «PaspaGoTka pekOMeHIANMN 10 IIPHBEAECHHIO B
cooreercTBHE Tpebopammm Cramapra PCI DSS».

PesyneraroM paboT Ha JaHHOM 3Tane SBISICICS NEpeJaHHBIA 3aKa3uuky MaKeT

NPOEKTOB HOPMATHBHOM MOKYMEHTAaNWM, HEoOXOMHMMOH And BHIMONHEHHS TpeOoBaHwmit
Crannmapra PCI DSS.

2.3.  Buewnee ckanupoeanue yazeumocmeli (ASV-cxanuposanue)

B xoze spmonnenms pabor Henonewmrens, HCmons3ys ASV-ceprudmimpoBanuoe
PeLIeHHE, OCYMICCTBISIET IOXCK YSA3BUMOCTEH U He6e30NacHRX KOH(GUIYypallkid CeTeBbIX CIyxO,
QYHKIHOHMPYFOIHX Ha O0MEIOCTYIHEIX CETERHIX Y3IaX 3aKa3unKa.

BremHee  ckanmpoBamHme — ya3BEMocted  (ASV-ckaHEpoBaHEHME) — BBIIOIHAETCH
Hcmonuurenem exexBapTalbHO, 10 3aMpocy 3aKa3vhka, B TEUEHWE | roja ¢ JaTH IpOBCAeHHUs
IICPBOTO M3 CKaHUPOBaHUiA, Juid He Honee yeMm 5 IP-agpecos.

[Ipm mposexenmm paboT B cooTBeTcTBHM ¢ TpeGoBammsmu Crangapra PCI DSS
(TIporeMypaMH CKaBMPOBAHMSA) HCIIONB3YIOTCH NPOQUIM, He BKIIOYAIONME B cebi ONMACHEIE
TIPOBEPKH, TAKHE KaK aTaKH Ha «OTKa3 B OOCIY:KHUBAHUWY, «I1epebop maporneits, a BEISBIISEMEIE B
XOZe IIPOBEeCHHA padOT yI3BUMOCTH KIACCH(UITHPYIOTCS 110 CTENEHH KPUTHYHOCTH.

Tlo xemanmio 3axa3drka, eMy MOTYT OBITh IPEJOCTABJICHEI IIpaBa JOCTYIIA K CHCTEME
CKaHWPOBAHUSA, UL CAMOCTOSTEIFHOIO NIPOBEACHA] HEOTPAHHYCHHOIO JHCIA CKAHMPOBAHWA B
TeUeHHe 1 rojia ¢ JaThl IPOBEICHMS IEPBOTO U3 CKAHHDPOBAHMIA.

PesynpraToM paGoT SBIAIOTCS OTYETHI, NEpeAaBaeMble 3aKazuMKy IO pPe3yIbTaTaM
IPOBEACHUA KOXKIOT0 U3 [IPOBEIECHHEIX CKAHUPOBAHMIA, '

2.4.  Tecmuposanue Ha npOHUKHOGEHUE

PaboTl mo MOAeNMpOBaHMIO JAEHMCTBUIl  NOTEHIMANGHOIO  370YMBIIIIEHHHKA
Pa3nensIoTCd Ha JBa THIA!

* DBremsee TecTHpoBaHWE Ha NPOHUKHOBeHHE. OCYIIECTBIAETCA H3 ceTH MHTepHeT n
IpeacTaBigcT co0Ol BRISBIEHHE M aHANM3 TCXHAYECKUX ya3BHMocTelt WC
BHEINHETO NEPHMETPa KOPIIOPATHBHON KOMIBIOTEPHOH ceTH 3aKa3urKa.




¢ Bayrpennee TecTHpoBaHHE Ha NPOHHKHOBeHHMe. OCYIIECTBISETCS ¢ MOOHILHOMN
paboueli crarnmu Menonuurent, skmouenroi 8 JIBC 3akasduka, ¥ OpeACTaBIsdeT
cobolf BRISIBICHHE 1 aHalIH3 TEXHHYECKHUX YsA3BUMOCTel BHyTpenuux HC.

Coctas u xom paboT Ha Xaw[gOM O3Tame TECTHPOBAHWS HA IIPOHMKHOBEHHE
ONPEIEILIIOTCA BHYTPCHHAMH METOAMKAME HCYIONHUTENS, HOANEPKUBACMBIME B aKTYAIIbHOM
COCTOSIHMHM IIYTEM KX pEryJIdpHOTO IEpecMOTpa ¥ aHaumM3a ¢ YI4CTOM TOCTOSHHO
HaKalUMBAEMOTO  OIBITA TIPOBEAEHMs pPaboT W  TeKyIIMX W3MeHeHWH B  obmacTd
HHQOPMANOHHON Ge30aCHOCTH.

Taioxe B Xome TecTHpOBaHHA HA NPOHHMKHOBeHWe VICMONHMTENEM HCIOJIB3YIOTCS
OOIIENPHHATEIE MHPOBEIE IIPAKTHKA NPOBEAEHHS IIOAOBHEIX paboT, BKIFOYAS TAKHE METOIHKYL,
kak OSSTMM v3.0 m OWASP Testing Guide v3.

PaboTel Ha KaXmOM U3 DTAallOB NpE/BAPHTENBHO COTTIACYIOTCS C OTBETCTBEHHBIMH
NPEACTAaBHTCIIAMHE 3aKasuuka. B ciydae BEICOKOH BEPOSTHOCTH HAPYIIEHNs (YHKIMOHMPOBAHK
NEIEBBIX CHCTEM MM B CIy4Yae YCHEOIHOTO MOCTYId K KOHGUACHIWANBHOM HH(GOpMaluH
3akazunka lcmonwurens NpexpamaeT AaibHeimee BHIIONHEHAE paboT [0 TONYYEHHS OT
3akazyuka (GOopMaNbHOro pa3pelleHus Ha IPOJOIKesHe paboT.

B xome pabor HcnomHurens He NPOBOZUT paclpeleNeHHLIC aTakd Ha OTKa3 B
obcayxnearmu (DDoS).

Ilo pesymbraTam paGoT 3akasduKy HEpPeJaldIcs OTYETHBIE HOKYMEHTEI, COIEpKAN(Me
OIHCAHNE BHIIOJHCHHBIX paboT, BRIABICHHEIX MpoOieM (YI3BUMOCTEHR) B peKOMEHIALMH IO HX
YCTPaHCHHIO.

2.4.1. Ceedenua 0 MOOCHAX 3NOYMBIULIEHHUKA

B pamkax paoT 1o TECTHPOBAHHIO Ha NPOHMKHOBEHHE IIPEANaraeTcs cMOICIHPOBAaTh
JEHCTBUS IOTCHIMANBLHEIX 3NOYMBIIITCHHAKOB, COOTBETCTBYIONIAX CIIETYIOMAM MOJIEISIM:

¢ «MuTepHeT-XaKep» — 3NIOYMBINLICHHHK, AeffcrByrommii M3 cerw WHrepmer, me
HMerInni Jorudeckux npag B MC 3akazumka u He 00najaromiuil CBEeASHUAMY O
kopuopaTusHoiil cett 1 MUC 3aka3zumka;

¢ «[locetutens» - RIOYMBILUICHHUK, HMEIOMMY BO3MOXKHOCTb IIOAKIIOUCHIS
HCKOHTpPONIHpyeMoll pabodeii cranuum x JIBC 3axazumka (wanpumep, BHEIIHHMI
KOHCYJIBTAHT), HE HMEIOMMH Jiormdeckux mpas B VIC 3akaszuuka u we o6naaaromii
OAPODHEIMY CBENEHHSMU O CTPYKTYpE KOPIOPATHBHOM CCTH M HCIIOJB3YEeMBIX
CpeACTBaX 3alATHI;

IoTeHNMALEEIE 3N0YMBIINCHHAKH, COOTBETCIBYIOIIHE KAXIOM H3  OIMCAHHBIX
MOZeTneH, UCHONB3YIOT OOINEeROCTyIHOE Cleipamm3uposananoe [JO 1 He o6NanaOT HABEIKAMHE
CaMOCTOATENEHOTC HCCNENOBaHUs ya3BuMocTeil MC H HX KOMITOHEHTOB, a Taloke He 061a5aioT
KBanuurampell, 10CTATOYHOM I CaMOCTOSTENbHOMH paspaboTku BpexorocHoro I10.

OCHOBHBEIMH I€AMH NIOTCHUHAIBHBIX 3I0YMEIIIEHHUKOB SBIISIOTCA:

¢ TONyYeHHE J0CTYIIA B KOPIIOPATUBHYIO CETh 3aKa3UMKa,

*  T0JydeHHe Norudeckoro noeryma B MIC 3akazunka;

® IOJy4YeHHE DOCTYNA K KOH(HAeHIHaNsHOH uudopMmanmu, obpabateizaemoii 8 UC
3axazyuKa;

¢ ONpEeIeNCHHE BO3MONKHOCTH HapymmeHws pabotocnocobroctu [IO]] 3axazuuxa
IyTeM HapylleHHs [ENOCTHOCTH oOpabaThlBaeMBIX JAHHBIX WIM HApPYIICHHUS
JOCTYITHOCTH (HYHKLIHOHUPYIOMIHX CEPBHCOB.

2.4.2. Buemwwnee mecmuposeanue Ha RPOHUKHOGEHUE

PaGoTel mo amanm3y 3aIMmMEHHOCTH BHEINHETO IEPUMETPA CETH 3aKIEQYAIOTCA B
MOJEJIMPOBaHUH NCHCTBHI IOTEHIMAALHOIO BHEMIHETO 3NOYMBINLICHHMKA, He 0BONafaromero
NOPOOHEIMH CBEICHHAMH O KOPIIOPATHBHOM CETH ¥ POIIECCHHTOBOM LIEHTPe 3aKasurKa.

MogempoBanye neACTBHI HOTEHUMAIHHOTO 3JOYMBIIUICHHMKA paj/lenseTcs Ha IBa
OCHOBHBIX 3Tara:
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1) I1lpessapurennHelii cOop mHpopMammu. Ha paHsoM 3Tame TPOM3BOAKTCA COOP
CBCJICHHA O CTPYKTYpe M KOMIIOHEHTaX KOPIIOPaTHBHOH ceTd JakazduKa, TAKHX
Kax: JOMEHHBIE HMEHa H 30HBI, CeTeBas ajapecalus, KOMIIOHSHTH CETH,
HCIIOMB3YeMEBIE CPeACTBA 3aIHTEL

2) Ilpopenenre axTHBHOTO BHEINHETO TECTHPORAHUS HA NPOHHKHOBeHHE, PaboThl Ha
JaHHOM 3T4lle BKJIIOYAIOT B ce0f BELABICHHE YA3BUMOCTEl «PYUHBIM» METOJIOM U C
HCIIOJb30BaHueM cnenuantmsupoaHHoro [[O. Cocrap paloT Ha IdaHHOM 3Tame
BKIIOYaeT B ceOs:

* Onpegenerue THNOB M Bepcwil ycrpoiicte, OC, CETEBHIX CEPBHCOB H
TIPUIIOMEHMI [T0 PEaKITY Ha BHEIIHEE Bo3elicTBYE;

e Hpentuduxanusa ysS3BEMOCTEH CEpBEpPOB, CETEBOTO OOOPYIOBAHUS K CETEBHIX
CpefcTs 3amuThl. MpeHTUUKAIUS YS3BHMOCTEH IMPOM3BOOUTCH ML BCEX
XOCTOB, BXOJAIMX B IPAHALE! padOT U JIOCTYIHEIX (WA CTABIIMK JOCTYIIHBIMHI
B xone pabot) m3 cetu MHTepHeT (B ToM uncie, cepsucsl HTTP u DNS, VPN-
CEPBHCHI, WEb-IPUIOXKEHHS, CEPBHC JNCKTPOHHOH IIOYTH, CHCTEMHEIE H
NPYKIaIHBIE  CEPBHCH). I[IpOM3BONWTCS BBISBIIEHWE KaK  YI3BMMOCTEH,
CBS3QHHBIX ¢ HEKOPPEKTHOM peaymsalyeil, TaKk H YsI3BUMOCTEH, CBIA3AHHEIX C
HEKOPPEKTHOH KoH(Hryparmei ceTeBbIX ceprcos, OC, mpumoxeHHil, ceTeBrIx
YCTPOHUCTB U CPEJICTB 3aIIHTEL
SKCIEPTHEIM aHATH3 3aNMIEHHOCTH (IpoHuKHoBeHue). [Ipeacrapiser cobol
MOJIEJIMPOBAHUE ATaK, C HCIONB30BAHHEM CIIEIHAIM3UPOBAHHEIX CPEJCTB U
CEeIcHMI 00 M3BECTHEIX YI3BUMOCTSX, B OTHOHICHHH IEJIEBEIX CUCTEM. PaboTel
Ha JIAHHOM J3Tale IpH HeoOXOOMMOCTH MOI'YT MTEPATHBHO MOBTOPSTHCA €
LENLI0 BO3AEHCTBUS Ha CBS3aHHBIE HH(DOPMAITMOHHLIC CUCTEMEL, BOMICAMINE B
CpaHuIlE! pabor.

2.4.3. BrHympeHHee mecmuposanue Ha RPOHUKHOGEHUE

PaoTeI Ha JTAaHHOM 53Tale 3aKII0YA0TCA B MOJIEIMPOBANME ICHCTBHI MOTEHIMAILHOTO
BHYTPEHHE0 3M0YMBINUIEHHAKA. B cocTap paboT BXOJHT:

1) C6op ceenenuit o JIBC 3axazunka U3HYTPH CETH;

2) Onpenenenne THIOE K Bepcuit yerpoiicts, OC, CETEBBIX CEPBHCOB H IIPUIIONKEHIH
IO peaKiMK Ha BHEIIHEE BO3/CHCTRHE;

3) MogenupoBaHue aTak Ha CETEBOM YPOBHE;

4) HnenTudHKanus yA3BHMOCTeH pabouMxX CTAHUHII IONL30BATENEH, KOMIIOHEHTOB
HH(OPMAIHUOHHEBIX CHCTEM, CETEBOro 000PYIOBAHMS M CETEBBIX CPEJCTB 3AIUTHL;

5) MogenupopaHue aTak Ha YpPOBHE NpPHIIOXKeHMH, cereBhix cepsucos u OC, ¢
HCIIOIB30BAHMEM CIIEIHANM3INPOBAHHEIX CPEOCTB M CBeNEHUEt 00 H3BECTHBIX
YA3BHMOCTSX B OTHOINEHHH BHISBICHHBIX CHCTEM.

2.5.  Tecmuposarue MeXAHUIMOE CCZMEHMAMUU

PaboTEl Ha QaHHOM 3Tane 3aKJIOYAOTCSA B IPOBEPKH HPEKTHBHOCTH UCIOB30BAHHBIX
Mep CerMeHTalMH CETH (OTHEICHHN IPaHHI| CepTU(UKAINH OT OCTAIbHOM ceTH). B cocTas paboT
BXOIWT:

1) Coop cBenenuii o JIBC 3axa3unka U3HYTPH CETH;
2) VpenTH(WKAIHs CETEeBHIX CEPBMCOB M IPWIOKEHHH MO peakiMi Ha BHEIIHEC
BO3JIEHCTBHE H3-3a IPEAEIIOB I'PAHUL cepTHHHUKAIHH;
3) BribopouHas IpoBepKa IPABHI MEXKCETCBOrO SKPAHMPOBAHUA HA TPAHMIE CPEIBI
cepTHUKAITHH.

PCSYJ'ILTaTOM pa60T Ha JaHHOM DJTamne ABJACTCA OTHET IO pPE3yIbTaraM
HOIIONHHUTEJIbHOTO BHYTPEHHCTO TCCTHPOBAHWSA CETrMEHTAIHMH, CO,Z[Gp)K&HIPIfI HH(bOpMaLIHIO 0
BEITIQJIHEHHBIX pa60Tax, BEIIFOUaAd HH(I)OpMaIII']IO 000 BCEX BBIABICHHEBIX HEOOCTATKax H
PEKOMCHIAIIAH 110 HX YCTRAHCHHIO.
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2.6. Cepmudpurayuonustii ayoum coomeemcmeusn mpebosanuan cmanoapma PCI
DSS

2.6.1. Onpedenenue obnacmu cepmuurayuu

Ha naunom atame ayguropexoit rpyunoi VenoHuTens NpoH3BOIUTCS ONpEeNeHHE 1
COINMAcOBAHHE aKTyanbHOH obmacth aymura. Jna astoro, VcemosmHuresiem 3ampamimBacTcs
HMEIoNascs UHGOpMalH 0 CTPYKTYpe MH(OPMAIHOHHBIX CHCTEM TIPOIECCHHIOBOTO LIEHTPA U
npormeccax obecreueHns HEQOPMAMOHHOH He30IaCHOCTH, @ TAKKE ONPEAEIIIOTCS CHCTEMHEIE
KOMITOHEHTH!, KaHAJIBI Iepeladyil JaHHEIX W JIPYTHE CHCTEMBI, BKIIOUAEMEIC B OOIACTEL ayiuTa B
COOTBETCTBHE ¢ Tpeboranuamu Crannapra PCI DSS.

Pe3ynpTaroM J@HHOTO 3Tama SBICTCA Iepedeth CHCTEMHRIX KOMIIOHEHT, HOMIEHKALIIX
aylaTy.

2.6.2. Céop ceudemenvcme coomeemcmeus

Ha  pamHoM  »orame, aymwropsl  VCOONHHTENS — HPOBOAST — HEOOXOAHMOE
HHTCPBBIOMPOBAHKE OTBETCTBEHHBIX COTPYJHHKOB 3aKa3uHMKa, [POBEPSIOT HapamMeTpEl
0e30MaCHOCTH CHCTEMHBIX KOMIIOHEHT, BXOIAINUX B O6NACTh ayiura H AOKYMEHTHPYIOT
CBHAETEILCTBA ayuTa HeOOX0AUMEIE UL GOPMUPOBAHKS WTOTOBOM OTYETHON JOKYMEHTALIMH.

COop Bcex HEOOXOIMMEIX CBENCHMIl MPOM3BOMWICA IYTEM M3YYEHHS HOPMATUBHOMN
OOKYMEHTAl[MH,  IPOBE/ICHHA  WHTEPBBIO, aHaNM3a  KOHPUIYparMoOHHEIX  (aitnos,
JAEMOHCTPHPOBAHUSA COTPYAHHKAMM 34Ka3uHKa BBIIOIHACMEIX IMH MPOLEAYp MO 00eCTedeHnIo
uHbopManOHHOH 6e301aCHOCTH.

2.6.3. Dopmuposanue omuemnoii OOKyMeRmayuu

Ha pnannoMm stame aymuropckas rpynna McernonmuTens Ha OCHOBE COGPaHHEIX
CBHIIETCNLCTB ayJuTd MPOBOAMT aHANH3 BhIMONHeHMs TpeboBammit Crammapra PCI DSS,
KOTOPEIC OIPEEIISHE! B IIIECTH IPYIIIaX:

a) IlocTpoerue U NONNEPKARNE 3AIIMIIEHHON BEIYHCIHTENBHOM CETH;
b) 3amwra mHbOpMAaIMH AepKaTeTeH IIATEKHBIX KAPT;

¢) Peanwsamus mporpaMME! YIpaBIeHHs Ys3BAMOCTAMH;

d) Peammsanus Mep 10 CTPOroMy KOHTPOIO JOCTYIIA;

€) PerymsipHsiii MOHETOPHHT M TCCTHPOBAHYVE BHIYMCIMTENLHEIX CETEIH;
1) Tlommep:xaHWe 1OIMTHKYE HHOOPMAIFOHHOK He30macHocTH,

1 hopMHpYeT HEOOXOAUMYO OTHETHYIO JOKYMCHTALIHIO.
PesynrraToMm paboT Ha aHHOM STare SBJSIOTCS OTYETHEIE JOKYMEHTE, HATPABIISIEMEIE
3aka3duKy U B MexayHaponssre [Inartexxaste CHCTEMBL:

e Report on Compliance (Ha aHMMHICKOM A3LIKE);
e Attestation of Compliance (Ha aHrHIICKOM A3BIKE);
¢ Cepruduxar coorBeTcTBrs PCI DSS (Ha pyccKOM ¥ aHTIHMACKOM S3LIKAX).

2.7.  KoHcynemauuonnaa RoOOepIHCKA RO 60RPOCAM BbIROAHEHUA MPetoeanitll
Cmanoapma PCI DSS

Lenpio paboT Ha JaHHOM 3Tane sSBIISETCS KOHCYILTHPOBAHUE CIEIHANACTOR 3aKa3dHKa
[0 BO3HUKAIOIIKAM BOTIPOCAM, CBA3AHHEIM ¢ pa3bsICHEHHEM KOHKpeTHsIX Tpeboranuit Crannapra
PCI DSS v cioco0aM ux BEINOJIHEHHS,

KoncynsraimonHas mommepxka 3akasvuKa OCYINECTBISETCS B Tedemue 1 rojma c
MOMEHTA 3aKIIOYCHES J0roBopa. lIpreM 3ampocoB ocymIeCTRISCTCH MO 3NeKTPOHHOM HOYTE H
TeneoHy. BpeMa oTBera Ha KaXKIBIM MOCTYMHMBIIMIL 3anpoc MOMKET COCTABISTH OT 1 7o 5
pabouux JHel ¢ JaTHl IpHeMa 3aIpoca, B 3aBMCHMOCTH OT CIIOKHOCTH 3aTpoca.

Ilpenenshas CTOMMOCTBIO IO BHIGOPY MCIHONHHUTENS HA I[IPOBEACHHE paboT Iio
NPABECHWIO B COOTBETCTBHE H CEPTH()MKALHOHHOMY AaylHTy COOTBETICTBHS TpeOOBAHUAM
Craupapra PCI DSS B AKB «ASIA ALLIANCE BANK» cocrasnger 60 000 (mecthaecar
TeICHY) nosnapos CIHIA.
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O0pnBIeHHe 0 IPOBENeHNN KOHKYPCa

AKB «ASIA ALLIANCE BANK» 00bs1BJIsIeT KOHKYPC H IPUTJIAMIAET MPABOMOYRBIC
OPraHH3ALHA NPEJCTABUTE CBOM NPEAJIOKEHMS 10 BLIGOPY HCMOHATE/IH Ha POBEICHHE

paoT N0 NPHBEIEHHIO B COOTBETCTEHE M CePTHOHKANHONHOMY AYAMTY COOTBETCTBHS
Tpebopannam cranpapra PCI DSS B AKB «ASIA ALLIANCE BANK»

HanmeHoBanue OpHEeHTHPOBOYH
TOBapa/padoThl/yCJayry asl CTOHMOCTh

OcobbIe ye1oBHS

IIpuBenenwne AKB «ASIA | 60 000

ALLIANCE BANK» B | (mecThaecsr
COOTBETCTBHE TpebOoBaHUAM | THICAY) OJUIAPOB
cranmapra PCI DSS 3.2.1 CIIIA

Cu. ITpunoxenne Nol x KoHKypCHOR
JoxymeHTanuu 1.7,8,9,10.

3&HHT€peCOBaHHBIe ONPCTCHRCHTBI  JODKHBE! TIOAATE  COOTBETCTBYHOIIMM 06p330M
3allOMHCHOYI) W MOAIMHCAHHYIO SaHBKy Ha Y9IacTHC B XKOHKypcE IIO0O aIpecy: I‘.TaI.T.IKGHT,

SAmmabanckuii paitoH, yin. Maxrymiyms, oM Ne 2A.

KOHKprHBIG IIPpCIJIOKCHHS, MNOCTYIHBIIHUC TMOCIHE YKa3aHHOTO CpOKa, HE GY,HYT
PaccMOTpPEHEL A 6y,I[}’T OTKIIOHCHEL. BJICKTPOHHBIG IPEANOMKCHHA HE IIPHHHEMAaIOTCH.
B KOHKYPCHBIX TOprax MOryT HIpHHHMATE YuacTUe IIPEAIIPUATHA H OpPra’Hv3aniiu

HE3aBUCHMO OT (popM cobCTBEHHOCTH.

DuHaHCHPOBaHHE JAHHOH 3aKYIKH GyHET OCYINECTBIECHO 32 CYET COGCTBEHHEIX CPEICTB

AKEB «ASIA ALLIANCE BANK».

50768 JOKHOCTE OTBETCTBEHHOI0 JIMIIA 33](23‘1!53 H KOHTAKTHI!

Hauansuux Yopasnerus IOcynos Pasman XypaGexopuu,

I'napnstif cienmanuer Makcyaxanosa Anéra Oerosna

I'napueiii cienuamict Mupzaesa ®epysa ["anmapaxanosHa

Anpec: r.Tamkenr, Amma6anckuil paiton, yi. MaxTymxynn, gom Ne2a.
Tenedon: (+998 71) 231-60-00, dakc: (++998 71) 289-55-33
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4. O6pasns! Gopm

IMpanoxenue Nel
¥ Konkypcnoii jokymesranuu

[IEPEUEHDL )IOI{VMEHTOB, IMPEJOCTABIEBIEMBIX YYACTHUKAMM
KOHKYPCA.

YYaCTHHK KOHKYpCa MNOMKEH IPENCTABHTL B 3AICYATAHHOM KOHBEPTE CIENYIOIIAE
JOKYMEHTEI:

1. 3agBka Ha ygacThe B KOHKypce Ho dhopme (TTpunoxcenne Ne 2)

2. JIoKyMeHTH!, TIONTBEPKOAIONIHE IPABOCIOCOOHOCTE (UOKYMEHTHl O pPEIMCTPALM,
KOMHA NAcIopTa PyKOBOAUTEILS, BEITHCKHI U3 TOPLOBOTO PEECTPa)

3. T'apanTwiiHo¢ IHCEMO, CBHIETEIBCIBYIOMIEE, O TOM, 9TO VYACTHHK HE HAXOMUTCH B
CTAaIH¥ PEOPraHM3allvy, JIHMKBHJALMM WIH OaHKPOTCTBA, B COCTOSHHM CyaeOHOTO WIH
apbUTPaKHOTO DPa3OUpATENLCTBA ¢ 3aKasdukoM [0 (JOpME, HE HMEET 3aJ0JDKCHHOCTH IO
nanoram i c6opam Ne 2 o dopme Ilpunosxenns Ne 3.

4, TexHuaeckas 9acTh, OOIME CBEICHH.

5. Komuu 1oKyMeHTOB 0 rocyaapCTBEHHOM PErHCTPAIMH [IPETEHACHTA;

6. O6myo HHGOPMAIMIO O KOMITAHAH;

7. Cpok pefictBuA craryca B perione CEMEA - Qualified Security Assessor (QSA) e
MeHee 3 JIeT JOIDKeH OBITH MOATBEDK/ICH IICHMOM OT PErYIHPYIOMICH OPraHu3alfy Ml B BUIE
Jorosopa ¢ MIIC;

8. IloaTBEpXIESHMEM CTATYCOB JOJDKHO OBITH HAXOMXICHHE KOMIIAHMH (U €€ ayIuTOpOR)
B aKTYaNbHBIX CIHCKaX CEepTHOHUMpOBaHHHIX aymuTopoB: Payment Card Industry Security
Standards Council (ccpuika: https://www.pcisecuritystandards.org/pdfs/pei_gsa_list.pdf) -
HE0OX0ANMO NIPEAOCTABHTE KOUHIO CIIMCKA;

9. Vadopmanmus o mHe Memee 10-Tm 3aBepIIeHHBIX PafoT IO OLEHKE COOTBETICIBHI
TpeboBanuaM cTanpapra PCI DSS 3a nocnemnne 2 (a8a) roya (pesyiasTaTsl npuHATE MIIC B
BBIJAHBI CEPTH(QHKATH COOTBETCTBHS) M HC MeHee 3-X 34BEPIIEHHBIX NPOEKTOB IO OLEHKE
cooTBeTcTBE Tpebosanmam cragnapra PCI DSS (pesympratst npuuartst MIIC M BEIEAHE
CepTHQUKATEI COOTBETCTRBHSE), IPOBEAEHHOTO Ha TeppPUTOpHM Pecmybmuxy VibexucTan;

10. Cpemu 9i1eHOB KOMaHJ(b! JOJDKHBI OBITH IPEJCTABICHE] CIICHUATHCTEL, 06IIaTaonpe
OATBEPKAEHHEIME KOMIIETEHIILIME B 00nacTy MH(GOPMaIMOHHOH 6e30macHoCT !

- HAIMYME B INTaTe CePTHUIMPOBAHHEIX CIEIHAIHCTOB, 00N&IAONHX CTATYCOM
Qualified Security Assessor (QSA) — e Menee 5 (Konus cepri(piKaToB CNEHHATECTOB, Pe3loMe
CIIEIMAIIHICTOB);

- HAIMYHE B INTAaTe CEpTHHIMPOBAHHEIX CIICUUATIHCTOB, OONANAOMIMX CTATYCOM
Certified Information Systems Security Professional (CISSP) mma Certified Information Systems
Auditor (CISA) — ne Menee 1 (Kormis cepTH(pHUKATOB CIENUATHCTOB, PE3IOME CIICIHAIHCTOR);

- HaJIM4Me B ITATE CICIMATNCTOB, oOnamaromux crarycom BSI ISO/IEC 27001 Lead
Auditor — He MeHee 1 (Kommsg cepTUKATOB CIELHAIHCTOR)

- HamHYHe B 10TaTe CIeHraimcToB, obmapmarommx crarycom ISO/IEC 27001 Lead
Implementer — ne Menee 1 (Komis cepTHOHKATOB CIIEIMATTHCTOR)

- HajJHM4YHe B INTATC CICIUaIWCTOB, obmamarormmx crarycoM Certified Ethical Hacker
(CEH) — ne menee 1 (Komus ceprud)MKaToB CHEIHAIACTOR)

- HAJIMYHE B IITATe CIELHANUCTOB, obnagatonux cratycoM PCI Secure SLC Assessor miu
PCI Secure Sofiware Assessor — e MeHee 1 (Komust cepTU(HUKATOB CHENUATHCTOR)

14




Ilpnaoxxenne Ne 2
OOPMA KOHKYPCHOI'O ITPEAJIOXKEHM A

HA ®PUPMEHHOM BJAHKE YYACTHUKA

ITpencenaremo KoHKypCcHOM KOMHCCHI
AKB «ASIA ALLIANCE BANK»
Hopxymnosy O.0.

HMMEET BO3MOXHOCTB IpEeJOCTaBUTh YCIyry Ha IIpoBemenme paboT 1o
NPUBCACHHIO B COOTBETCTBHE K CEPTE(HKAIIOHHOMY Aay[uTy COOTBEICTBHA TpeGOBAHHSIM
Crangapra PCI DSS B AKB «ASIA ALLIANCE BANK»:

No HanmeroBagne stana Kon-B0 nueil CTonMocTh

1

I/ISY‘:II/IB JlaHable  00BgBIIECHHA 0O YCIOBHAX KOHKypCca, MBI, HIKCIIOMIIHCABOINECH,
YHOOJHOMOYCHHBIC H& TIOJIKACAHHE 3a9BKY, (monHoe HavMEHOBAHWE YUacTHUKA KOHKV‘DC&),

HAMEPCHBI YJacTBOBATh B KOHKYPCHEIX TOprax (yka3aTh IpeJMeT KOHKYpPCa) B COOTBETCTRBHHA C
KOHKYPCHOH nOKyMeHTanwueit.

Mol 06sA3yeMCs  BHIIONHUTL PabOTH/OKa3aTh YCIyTH/MOCTABHTH TOBAp B TOYHOM
COOTBETCTBMM €  YCIOBWAMM, IPENYCMOTPEHHBIMH  JIOTOBOPOM H  JCHCTBYIOIIHM
38KOHOJATEILCTBOM PecnyOnuku Y3bexucTan.

B cnyuae ecrm mamm npemmokeHws OyayT mpmusttel OankoM, OepeM Ha cebs
00s13aTeECTEO 3aKMOUHTh 1oroeop ¢ AKB «ASIA ALLIANCE BANK» B ¢pok He MO3fIHEE 5
JHEH ¢ MOMEHTA HalpaBIeHU B Halll af[peC H3BCLICHHUS O NPHHATHY HAIIHX IIPEIIOMKEHHIA.

PyxosomuTens Y9acTHHKA KOHKYpca

Hata MecTo mmeuatn
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Ipanoxenne Ne 3
Kk Koakypcnoit J0KyMeHTalHH

HA ®PUPMEHHOM BJAHKE YVYACTHUKA

Komy: Konkypero# koMuccun

(yxaszarp npeaMer KOHKypca)

Jara:

TAPAHTHUMHOE [MTUCHEMO

HaCTOHIlIPIM IMHCBEMOM IIOOTBEDIKIACM, YTO KOMITAHHIA

(HaumenosaRUE KOMNAHUL)
- He HaXONUTCA B CTaAWH peopranM3almy (pasfeNeHus, CIHUSHHUSA), JTHKBUTALNN WITH
0aBKpOTCTBA, HMYIIECTBO KOMIAHKY HE APeCTOBAHO;
- HE HaXOIHTCH B COCTOAHMM CyZeOHOTO MM apOUTpaXKHOTO pasbupaTensCTBa;
- HE HMEET 3aJI0JKEHHOCTH IO HamoraM i chopam,

IMomrmacs:

O.H.0. pykosoauTens

®.11.0. rmaBHOTO Oyxranrepa

©.1.0. 1opucta

MecTo egatu
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IIpunoxenne Ne 4
Kk KonkypcHoii Jokymenranumu

HA ®MPMEHHOM BJJAHKE OPCAHU3AITUNA

JOBEPEHHOCTD Ne
T. 20 r.

000 ,
HMeHyeMoe B JanbHeiiieM «OpraHusaliay, B IHIC R
IEHCTBYIOIETO Ha OCHOBAHHHU , HacTosmeff JOBEPEHHOCTHIO
VIO THOMOYHBAET NPEACTABATEIIA Opraau3anm - rpakIaHiHA

(nmacmopt cepuu__ Ne , BEII@HHET oT

roJa) Ha:

a) npeJIcTaBIeHNe KOHKYPCHEIX JOKYMEHTOB;
6) IpoBEaEHHNE TIEPErOBOPOB ¢ 3aKa39MKOM KOHKypCa H paGo9mM OpraHoM;

B) OPHUCYICTBHE HA 3aCEJAaHHSX KOHKYPCHOM KOMUCCHE Ip¥ BCKPHTHH KOHBEPTOB C
KOHKYPCHBIM TIPEITOKEHHEM;

I) NPEJOCTAB/CHHE PasbACHCHUM, KacaTeNBHO TEXHHYECKOM M I[EHOBOH 4YacTH KOHKYPCHOIO
HPENJIOKEHHA, & TAKKe OPYTHX BOIPOCOB,

Hacrosmas JOBepeHHOCTH BCTYIAeT B CHly ¢ MOMEHTAa €€ HOJIHCAHMS, BhIAHa Ge3
paBa OePeIOBEPHS, CPOKOM L0 T,

D.H.O. u nodnuce pyxogodumens

@.H.0. u noonuce tuya, Ha UMs KOMOPO2o 6bi0GHA D0BEPEHHOCHTb

Mecmo nevamu (npu nanuuuu)
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Tpunoxenne Ne 5
Kk KonkypcHol foKyMeHTammm

[TIPOEKT AOTOBOPA

Hacmoswuil npoexm [lozosopa sieasemcsi npedsapumensHulM, €20 YyCA08US MO2ym
nodaexicamb U3MEHEHUID N0 CO2AACOBAHUI0 CMOPOH 6 YACmAX, He NpomusopeMawjux
delicmeyrouemy 3akoHodamenscmey Pecnybauku Yabekucmar.

Jorosop Ne

r. TamkenT «_» 202

HMeHyeMo€e B nalpHelmeM «lMcnomnutensy, B
, JCHCTBYIOMIETO Ha OCHOBaHHH
, € omuoit croponsl, # AKBb «ASIA ALLIANCE BANKby,
HMEHYCMBIH B JanpHeiimeM «3akazumky, B ymne M.o. Ipencexarens [Ipapnennsa XakuMoBa
Y.A., me#cTRyIOINET0 HAa OCHOBaHWH YCTABa, C APYroM CTOPOHE,, 4 BMECTE HMMEHyeMEBIe
CrOpOHBI, 3aKTFOYMIH HACTOsIH JIOrOBOP O HEDKECIEAYIOMEM:

THILe

I. lIpeamer Jorosopa

1. 3axasuyuk nopydaer, a Mcrmonuutens obssyercs okaszath yeryrm il AKB «ASIA
ALLIANCE BANK» (Mamee — 3axazuuk) 1o cepTH(HKAalHOHHOMY ayAUTy COOTBETCTBHS
TpeGoBanmsaM crangapra PCI DSS 3.2.1 (mamee — Veayrd) coracEo 3afaHuio Ha YCIyTw,
npusegernoMy B Ilpmnoxenmm Nel k macrosmuemy [orosopy, ¥ KanemapHoMy Iuramy-
rpaduKy, IpuseneHHOMY B IIpmoxermi Ne2 k nactosmeMy Jlorosopy.

2. IlogrotoBnennrie McmonHuTeneM OTYETHBIE JOKYMEHTH IEpeNaroTcsl 3aKasuuKy B
AMEKTPOHHOH GOpME TIOCPEACTBOM 3MEKTPOHHON HOYTH Ha CleAyiommi ajpec: Info@aab.uz, B
BUZE, JOIyCKaromeMm pegakruposamme (Microsofft Office), pmns mnpensapurensHOro
corjacoBauud. JaHHple MaTepHansl MOryT OBITE BO3BpallleHBl Ha JOpaGOTKY HA OCHOBALMH
MOTHBHPOBAHHEIX BO3pakesMi (3amedanmil) 3axaszumka. JlopaGoTKa OTYETHBIX MATEPHATIOB
BBINONHsIeTCs 0e3 H3MEHCHHA IIeHk! Y CIIyT 110 HACToseMy JIoroBopy.

3. Bce mojuiexanye BHIIONHEHHIO 110 HacTosAmeMy JIOroBopy YCIYIH OCYIMIECTBIAIOTCH
HcnomanTeneM CBOMMHE CIIAMH.

IL. Cpoxn oxazanns ¥Ycayr
1. McnionHuTens IpHCTYyNAeT K OKAa3aHWIO YCIyT Hocle noamdcasms CTOpoHaMu
Hacrosmero Joropopa. Hcnomautens o0s3yercs OKa3aTh YCIyrH B CPOKH, YKa3aHHEIE B
Kanengaptom mnare-rpaduke (TIpunoxenue No2 x Hactosmiemy Jlorosopy).
2. Tlo Bzaumuoll nmceMeHHOHM norosoperHocTE CTOPOH CPOKM OKa3aHHS YCIYT MOLYT
ObITh yBEMMUEHE 6€3 U3MeHeHUs 001elt CTOMMOCTH YCIIyT.
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IIL Xlena Yemyr, nopsajoK pactueToB H NOPAIOK cAayn-tipuemMkn Yeayr no Jlorosopy
1. Omnrata 1o HacTosmeMy JloroBopy NPOH3BOATCA B Ha OCHOBAHUHU CYETOB,
BBICTaBIEeHHEIX McnomauTeneM.

2. Obmrast CTOMMOCTh BCEX OKa3BIBAEMBIX YCIYT HO HACTOAINEMY JIOrOBODY COCTARJISET

( ) ¢ yuérom HAC (unu 6e3 yaera HIC)
3. 3aka3suvKk OIUIAauMBAaeT OKa3aHHEe YCIYT CIEAYIOmuM ofpazoM:
3.1. Ilpenonnata B pasmepe 50 % vim ( ) ¢ yatrom HJC (umu Ge3

yuera HIC) B Teuenne 10 (Jlecstu) paGounx axeil ¢ MOMEHTA IOIyUeHHs cueTa Memommurens,
BBICTABILIEMOrO 1OCIIE OATIMCAaHKES HacTosmero Jororopa.

3.2 Bropoii mwiatex B pasMmepe 50 % unm ( ) ¢ yaérom HJIC (umn
6e3 yuera HJIC) B Tewemme 10 (Jlecsitu) pafounmx el ¢ MOMEHTa IONYYCHHA CUeTa
HcmonmuuTens, BRICTaBIIEMOTO TIOCIE OAHCanEs CTOPOHAMHE AKTA CIAYK-TIPAEMKH YCIIYT.

4. Omnara OKa3aHHBIX YCIYT MPOH3BONMTCHA 3aKa3uMKOM B O€3HAIMYHOM TIOpSAKEe HA
pacueTHBIA ¢aeT Menonnurens, ykazaHHbI B cTaThe X HacTosmero JJoroeopa.

5. JlHeM OIIaTHI CUMTaeTCsl JIeHb 3avHCICHUS JCHCKHBIX CPEICTB HA KOPPECTIOHIEHTCKAN
cyeT HaHKa OOCIYKHBAIOWIEro pacdeTHHIH cuer Menonanrens. 3aJepkka 3aKa3duKoM OIIATEHL
Yenyr Henonnurens no Jorosopy, BEI3BaHHas 3aJEPKKOM BBHICTABJICHHS CYETA HA OIUIATY MM
AKTa cHadM-MpueMKr VconmHUTENneM, He SBiseTcs HapylleHHeM (HHAHCOBEIX OOS32TENLCTB
3axasquxa 1o HacTosmeMy Jlorosopy.

6. Mcmonnurens B teyenue 3 (Tpex) pabounx uei nocne OKOHYaHus YCIyr oCyIeCTBIET
UX Coavy-TIPHEMKY, H IpejcTasiieT 3akazauky 2 (/[Ba) sx3eMnspa AKTa ¢aaqu-IPHEMKH.

7. 3axasyuk obsa3aH B TeueHwe 5 (Ilarw) paGoumx mHEH €O AHS MONYYEHUS OTYETHBIX
DOKYMEHTOBR M AKTa CHAYH-IPHEMKH COINIACOBATh OTUYETHBIC MOKYMEHTH! H HAIPABHTH
HcronHATe 0 TOMMCAHHBIA AKT COA9r-TIPHEMKY MY HATIPABHTh MOTHBHPOBAHHEIH OTKA3 OT
npuéMKE YCIyr, ¢ yKasaHHEM HEJOCTaTKOB M CPOKOB MopalOTKH. AKT B 3TOM Clydae
I10IIIECBIBAETCS TIOCTE YCTPAHCHUS 3aMEYarH .

8. B cayvae ecmm 3akazumk mo wcteueHun 5 ([Iarth) paGoumx OHell He COracOBHIBAET
OTHCTHBIC MOKYMEHTEI, HE MOJIMCLIBACT AKT CAauu-IIPHEMKH U HE NPEIBLIRIACT FICTIONHATEMO
B IMCBEMCHHOM BHAC MOTHBMDOBAHHBIA OTKa3 OT IPUEMKH YCIyr, OTYETHHIC IOKYMEHTEHI
CYNUTAIOTCA COTVIACOBAHHBIMH M YCIIYTH CUMTAIOTCA NPUHATEIMH 3aka3sdmkoM, a Mcmonnutens
COCTABILIET OMHOCTOPOHHME AKT cHavyu-NIpHEMKH, 0 YeM McnonauTens yBeaoMiIeT 3aKkazuuka
B NMCEMEHHOH Qopme B Teyenme 1 (OmHoro) pabouero JHA ¢ MOMEHTA COCTABACHHS TAKOTO
AXTa CIaun-TIPUEMKH.

IV. Obs3annocTn Cropon
1. Hcnonmutens obasyeTes:

1.1. Oxazath YCiIyrd B COOTBETCTEMM C YCIOBHAMHE HacTosmmero JoroBopa u
Ilpunoxenus Ne 1 x wmactosimiemy J[oroBopy, Nepefarh 3aKasduKy HX
pe3ynLpTaTEl B cornmacoBaHHele CTopomamu cpoku (IIpunoxenwe Ne2 K
HacTodAiemy JloroBopy). OkazpiBaTh YCIyrid CRBOSBPEMEHHO H C HAJUICHKAIIIM
Ka4eCTBOM.

1.2. Hectr OTBETCTBEHHOCTH 3@ pE3YNIBTATHl BEITONHEHHEIX [0 HACTOSINEMY
Horosopy YeIyr M rapaHTHpOBATh, YTO BCE PE3YNIBTATH OKA3aHHEIX YCIyr
TOJTHOCTEI0 COOTBETCTBYIOT Ilpmnokenmio Nel, Ha MOMEHT IOJANKCAHHA AKTa
CIa4H-IIPHEEMKH OKa3aHHBIX Y CITYT.

2. 3axa3uuk obsa3yeTcs:
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2.1. IlpueEMaTE pe3ynbTaTsl HAJICKANIE OKA3AHHBIX YCAYr B COOTBETCTRME C IL7
cT.III HacTosmero Jorosopa.

2.2, OnnauuBaTh HaJUICKANle OKA3AHHEIE M IIPUHATEIE YCIYTH B COOTBETCTBHY € 1.3
u 1.4 ¢r.11l Hactosmero Jlorosopa.

2.3. Ilpegocraruth B coriacoBaHHOe CTOpOHAMM BpeMs HOCTYII CIEIHANHCTAM
Hcnonautens B othuc 3axka3yuka I BRUTIOIHEHHS 0043aTeNLCTE McIonHuTe s
II0 HacTosAIEeMY JloroBopY. '

2.4. TlpegocTaBUTh cHEOUANHCTAM VICHOMHUTENS HMMEIOMYIOCH HHGOPMAIMIO O
IIEpeYHe ¥ CoCTaBe HHPOPMAITHOHHEIX CHCTEM BXOJSAIINX B IPAHUIIB. OKA3aHMs
YCIYT, HeoOXOOMMYIO U BHIIOJHEHHS 00s3arernpers MCNOJHWTES o
HacToAmemy Jlorosopy.

2.5. IlpemocTaBuTh HOCTYH CHOEHHATUCTAM VICIIONHHTENS K CHCTEMOTEXHMYECKHM
pecypcaM H CONEHCTBHE MECTHOTO IIEPCOHANA NS BRIIONHEHHA 00A3aTeNnCTR
Hermonunrens no sactoguemy Jorosopy.

V. KonpupeHnuaabHOCTH

1. CropoHs o00s3yroTcs B cooTBeTcTBMe ¢ COrnaimieHHeM o0 KOHQHAEHITHATBLHOCTH
COXpaHATE B TalHe M He pasriamarh TPeThHM JIHIaM KOH(GUICHIHATIBHYIO HH(pOPMAIWMIO,
CTaBIMYIO HM M3BECTHOH B PE3YJIbTATE 3aKIIOUSHUS ¥ UCHONHEHHS HacToAmero Jorosopa.

2. He npusnaercsa xonduaennuanpaoil naGopMams, kotopast Osura monyyesa CropoHoit
A0 mojamIcanus HacTosmero Jlorosopa, MHQOPMaNys, HOXYISHHAS 3aKOHHEIMH MCTOJAME 13
APYTHX MCTOYHHKOB, a Takxe HHQOpPManWs, KOTOpas HE MOXET OTHOCHTECA K
KoHGHICHNMATEHOM B COOTBETCIBYME C JACHCTBYIOIMM 3aKOHOJATENHCTBOM PecmyOiuku
Yibexuctan

3. Ilepenava xoH(HIEHNHAANLHON HHOOPMALEY OCYINECTBINETCS B COOTBETCTBHH C
llopsamkoM mepemayn KoHbHAeHNMANEHOH HHpOpMaimu onpenencHHoM B COTNAMIEHVH ©
xoudurenmansaocty (TIpmoxerne Ne3 K HacTosmEeMy Jorosopy).

V1. Otsercreensocts CTOPOH H pacrop:xkenue Jloropopa

1. 32 HEBBIIONHEHNE WITH HEHA/UIEKALIEE BHITIONHEHHE CBOMX 00A3aTEIIECTE M0 HACTOSIIEMY
Horoeopy CropoHEl HeCYT OTBETCTBEHHOCTE B  COOTBETCTBHM ¢  JCHCTBYIOIIHM
3aKOHO1aTeNECTBOM PY3,

2. Tlpu nHapymenwn HcnosyuureneM CpPOKOB IO KaKIOMY M3 OTAIOB OKasanus YCayr,
ykasaHHEIX B Ilpunoxenunm Ne 2 mHactosimero [oroopa, 3akasduk BIpaBe MPEAbABHTL
TpeboBanye k McnomHuremo o6 ymnare mend B pasmepe 0,1% (Homs HemsIX ofHa AecsTas
nporeHTa) ot obmeil croumoct Yemyr, ykazanusix B 1.2, cr.JII macrosmero Jorosopa 3a
KQKJIpIH TEHb MPOCPOUKH, HO He Gomee 10% ([ecaTy HPOLIEHTOB) OT OBIMEN CTOMMOCTH Yeayr
0 HacToseMy Jorosopy.

3. lipu HapymeHHH 3aKa3uywKoM CPOKOB ILlaTexel, ykazamuelx 1.3 cr.Ill macrosunero
Jorosopa, HCIOHATE B BIIpaBE IpembsiBUTh TpeGoBaHMe K 3akazumky o0 yiare TICHH B
pasmepe 0,1% (Homp memsix ofmHa HecaTas NPOLEHTA) OT CYMMEI, NOJJIEKamleil omnaTe 3a
K&KIBIA JISHs Ipocpouku, HO He 6ostee 10% (JlecaTi MpONEHTOB) OT HEOIUIAYKBAEMOM CYMMEL,
WcmonHuTens MOXET pacTOPTHYTh HacToAuuit JIorosop B ciiydae 3aepiKKH CPOKa OIIATHI
ceeime 30 (Tpunuary) xareENapHEIX AHel ¢ MOMEHTA HCTEYEHMS CPOKa, YKa3aHHoTo B 1.3 cT.III
HacTosmero JloroBopa.
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4. Jlrobas w3 CTOPOH MOXKET PACTOPrHYTH JIOrOBOp, B OJHOCTOPOHHEM MOpPAIKE, €CIH
Jpyras CToposa: _

a) He BHINOIHAET moboe 0043aTenbCTBO M0 HacTosmieMy JIOrOBOpY M Takoe
HEUCTIONHEeHHE He yeTpandercs B Teyenue 30 (Tpuauate) xajneHIapHHIX JHEH IOCHE IOMyIeHAS
IMHCBEMEHHOTO YBEIOMIIEHHS O BOSHHKHOBEHIH TaKOBOIO;

6) ocymecTBIser HpoueAypy OGaHKpPOTCTBA, MOABEPracTCs NHKBHNANMH MHWIM B e
OTHOIICHVH HA3HAYAETCS YIPABJLIOIIKME MMYINECTBOM H TAKOE HA3HAUEHNE HE aHHYIHMPYETCI B
tewerre 30 (TpuamarTs) KaneHOAPHEIX JiHEH HOCIIE €r0 OCYIIECTBIICHHS.

5. B crmyuae pacropxeHHS HacTosmero J[oroBopa II0 OCHOBAaHHSM, IPEXYCMOTPEHHBIM
ycnoBusamMu HacTosmero Jloropopa CTOPOHE! 00s3YIOTCA YBEIOMUTE JPYT PYTA O PACTOPIKEHUN
Horosopa xax muHumMyM 2a 7 (Cems) paGoumx mueil 4O HaTHl PacTOPKEHHS HACTOSIIETO
Horopopa. B c¢iyuae pacTopkeHus wacrosuuero Joroeopa CTOPOHEI —IIPOH3BOIAT
B3aMMOpPacIeTEl B Tevenne 14 (UeTripHanmats) padoumx JiHel OT JaThl PACTOPKEHIAL.

VIL. O6crosTenberpa HenpeogoanmMoi caisl (hopc-maxop)

1. Ilpn HacTymueHHH OOCTOSTEILCTE HEBO3MOXKHOCTM IIONHOTO HIIM  YACTHHHOTO
ucronHenus Moo us CTopoH 00A3aTENECTB OO HacToseMy J[OroBopy, a HMEHHO: MOKapa,
CTUXUHHOTO OeJCTBHSA, METEOPONIOTHYECKHX WM MHBIX YCJIOBHI, 3aImpelialoliix IOJETEL,
BOMHEI, BOGHHPIX ONepaluii mo6oTo Xapakrepa, GJI0KAIp], 3aMpelleHuit SKCIIOpTa W HMIIOPTA,
UM [pYrUX, He 3asucimux oT CTOpoH o0OCTOATENsCTB, CPOK HMCHIOJHEHHMS O00fA3aTeILCTBA
OTOABHTACTCA COPasMEPHO BPEMEHHM, B TEUeHHE KOTOporo OyAyT [elcTBOBATH TaKue
ofcTOATENBCTRA.

2. Ecmi orosopeHHSIE 06CTOATEILCTBA OyayT Nipoaospkatees Gonee 3 (Tpex) mecsies ot
JlaTel MX Hadana, TO Kaxaad u3 CTopoH OymeT MMeTh IpaBoO OTKA3aThCA OT AANbHEHINero
UCIIONHEHHA 0OSA3ATENLCTE 10 HacTosiueMy Jlorosopy. B aToM ciydae CTOPOHEI IIPOM3BOIAT
B3aMOpPACYECTHI. '

3. CropoHa, 111 KOTOpOH co3ganack HEBO3MOXKHOCTL BEHIMONHEHHS OOA3aTENBCTB 110
HacTosmeMy JloroBopy, JOIDKHA HEMEITIEHHO W3BEINATH APYIYIo CTOPOHY O HACTYINIEHHH H
IPeKpaleHUH 0DCTOATENBCTB, IPENATCTBYIOIIHX HCIIOMHEHIO ODA3aTEIRCTS,

4. O6cTosaTenseTra, ocroOMKAaOmMe CTOPOHLI OT OTBETCTBEHHOCTH 33 IONHOE HIIA
9aCTHYHOS  HEHCIOJHEHHME Hacrosmero Jlorosopa, JODKHEL OBITH  YIOCTOBEPEHEI
KOMIIETEHTHBIM OpraHoM Pecrrybmukm Y3bekucraH.,

5. B cinyyae HEBO3MOXHOCTH OKazamWa YCIYT Ha IUIOMAke 3aKasdMKd, B CBA3H C
Pa3/IBYHEIMH OOBEKTHBHEIMH NIPUYMHAMHE, HATPHMED SIUAEMHH, KApaHTHHA H JIPYTUX, a TAKKe
IIpE  COOTBETCTBYIOUIEM [OIyCKE CO CTOPOHBl MJIATEKHBIX CHCTEMBI — OCYIIECTBISAET
IIPOBENIERNE ayUTa B YHAICHIOM PEXUME, IOCPEACTBOM Telle/BHIeOKOH(pepeHnuit, a 3aKa3unk
IPENOCTABIAET HeOOXOUMBIE CBHICTEIBCTRA AY/IUTA 110 3anpocaM McmomHuTe .

VIIL Ap6urpax

1. CrOpoHBI IPHMYT BCE MEPH! K PA3PEIIEHHIO BCEX CIIOPOB U Pa3HOINACHH, KOTOPHIC MOTYT
BOZHHKHYTH M3 HACTOAIIEro J[Oropopa MIHM B CBS3M C HHM, JPY)KECTBEHHBIM H CIIPaBeIMBHIM
IyTEM.

2. B cioygac ecnm CTOpOHBI He NPHAYT K OKOHUATENBHOMY COINAIIEHMIO, BCE CIIOPEl U
pasHorjaacus MOTYT OBITE paspemieHb B TaIIKEHTCKOM MEXpPAaOHHOM SKOHOMIYECKOM CYJlE, ©
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cobioieHHeM TIPETEH3HOHHOTO IOPSAKA HA OCHOBAHWM JEHCTBYIOMEr0 3aKOHOATEIHCTEA
Pectiybimaxn V36exuctan.

IX. IIpoune ycnosus

1. TTocne moammcanmsa Hacrosmiero JloroBopa Bce INPELMIECTBYIOMHE MEPErOBOPHL M
IEPEeIHCKa II0 HEMY TEPSIOT CHILY.

2. Bee llpunowenus, Mamenenmsa, JomonnwrensHsle CornamieHus K HACTOAIIEMY
JloroBopy SBIAIOTCA €70 HEOTHEMIIEMOI JACTBIO W CUMTAIOTCS AeHCTBUTEILHBIMHE TOIEKO B TOM
CIy4dae, €CJII OHH BBHIIONXHEHEI B TNHCHMEHHOH ¢opMe W TMOAMMCAHE!  JIHIAMY,
YIIOJTHOMOYEHHEIMH Ha TO JOTOBapHBalOMUMHCs CTOPOHAMH.

3. Bee cooOllenus, 3asBJIeHHS, HM3BEHICHUsS W JIPETEH3MM, CBA3AHHBIE ¢ HCIIONHEHHEM
HacTosmiero JloroBopa MMM BHITGKAIONIIME W3 HErO, JOMDKHBI IOChUIaThea CTopoHaMH
HETIOCPEACTREHHO JPYT APYTY IO YKA3aHHLIM B HacTosAmeM J[oroBope agpecam.

4. Bero TepenmucKy 10 UCIIONHEHUIO HACTOSEre J[oropopa WiH B CBA3M ¢ HUM CTOPOHE!
OYAyT BeCTH Ha PYCCKOM H3BIKE.

5. Hu onna u3 Cropon Hactosmero JIorosopa He MMEET IpaBa NEpeaaBaTh CBOM IpaBa U
0053aTeNLCTRA O HACTOSIMEMY JIOTOBODPY WK B CBA3H ¢ HUM TPETHUM JHINAM 6e3 MHCEMEHHOTO
Ha TO corylacks Apyroit CTOpPOHEL.

6. Hacrosmmii Jlorosop B 2 (JIByX) 5K3eMINIspax Ha pycCKOM S3BIKE, IO OAHOMY JJis
kaxo# CTOpOHE!, IpHIeM 062 HMEIOT OMHAKOBYIO IOPHANYECKYIO CHILY.

7. Hacrosmumi JoroBop BCTYIAeT B CHILy ¢ MOMEHTA €I 3aKIO¥EHHSA H JeHCTBYET JIo
HCToJHeHns CTOpOHAaMH CBOHX Q0H34TENBCTB.

X. Aagpeca u 6aHKOBCKHE peKBU3ATHI CTOpOH

«HACTIOJIHUTEIb» «3AKAIUMK »
Ten: Tem:
Plc Pl
M®O HHH MO HMHH
OK3[ OK3T
M.IT M.IT
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IIpunoxenne Ne 1
K Morosopy Ne
0T & _ » 202 _ronma

3AJAHUE HA YCIIYT'H

OKA3AHME YCIIVT 1O CEPTUOHUKAITMOHHOMY
AYJIUTY COOTBETCTBUS TPEBOBAHUSAM CTAHJIAPTA
PAYMENT CARD INDUSTRY DATA SECURITY STANDARD 3.2.1
JIIA AKB «ASTA ALLIANCE BANK»
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3. O0mmue cBexenusn

3.1. Ilonnoe naumenoeanue npeoMema OKA3AHUA YCAY2

OxaszaHne ycIyr no cepTH(QUKALHOHHOMY ayIHTy COOTBETCTEHA «HamMeHOBaHME
3axaszquka» TpebopaHmaM craHgapra Payment Card Industry Data Security Standard 3.2.1
(manee — Ycnyrh),

3.2.  Ilepeuensv 0OKyMeHMO8, HA OCHOSAHUN KOMOPDIX OKA3LIEAIOMCA YCAY2U

Bee ycmyrs BBIIOJHAIOTCS B HOJNHOM COOTBETCTBHH CO CIEAYIOUIEH HOPMATHBHOM
JIOKyMEHTaIHEeH:

e PCI DSS Requirements and Security Assessment Procedures v3.2.1;

¢ Navigating PCI DSS. Understanding the Intent of the Requirements Version 2.0;

¢ PCI DSS Validation Requirements for Qualified Security Assessors (QSAs);

¢ PCIDSS Validation Requirements for Approved Scanning Vendors (ASVs);

e Technical & Operational Requirements for ASVs;

» Information Supplements. Requirement 6.6 Application Reviews and Web
Application Firewalls Clarified,

¢ Prioritized Approach for PCI DSS Version 3.0;

¢ Overview of the PCI DSS Wireless Guideline;

e PCI DSS Virtualization Guidelines v2.0.

® A TaKOKe JOYIOJIHWTEABHBIMI HHCTPYKIHAMH, I0JIy4aeMbIM¥ 0T VISA.

3.3. I'panuuvr oxkasanun ycnyez

Paboter npoBoATCs He Gosee YeM Ha 2-X IIOIAaKax 3aKa3qrka, pacloIokKeHHHX B T.
Tanixent, Pecnybmika Vabexucran.

BuemHui TecT Ha NPOHWKHOBEHME BHINONHsAeTcs VcmonmuTeneM He 6Goiee 1-ro
(omeoro) pasa.

BHyrpeHHEII TecT Ha TPOHHKHOBEHWE BEHIMONHAeTcs MenmonmuTeneM He 6oiee 1-ro
(omEOrO) pasa.

BuemmEee  ckamupoBaHWe — ysa3BuMoctel  (ASV-cKaHMpOBaHME) — BHIIONHSCTCS
HcmonuureneM xak MEHEMYM €XXeKBapTaIbHO B TedeHue 1 rofa ¢ JaTH POBE/ICHHS IEPBOTO 13
ASV-cxanuposanni 1y He Gonee ueM 5 IP-ampecos.

Paciiipenne rpanmi paboT 3aKperuiseTcss AONONHATENBHEM COIVIAIICHHEM CTOPOH K
Horoeopy, noanuceBacMEIM CTOPOHAMIE H CKPeILISeMEIM medaTsaMu CTopod.

3.4.  Pewaempie 3adauu

Jlna npusenenus 3Jaka3zumka B COOTBETCTBHME TpeGomanmsam Cragmapra PCI DSS -
Henonuurens obeclieHBaeT BEIIOMREHE CEAYIOMIX pabor:

g) TlpexsaputensHBIi ayOMT W KOHCYJIBPTHPOBAHME Ha OTalme IPUBEJEHAR B
COOTBCTCTBHUE, BKIIOYAS:

» IlpemsaprTeNLHBIH ayIWT Ha INOMAKe 3aKaA3UHKA;

* KonucynstHpoBaHHe IO BHIOOPY BO3MOXHBIX CPEACTB 3AIWTHI M Crocobam
CHIDKEHHUS 3aTpar;

* Pa3paloTKy neTansHOTO MNada NPHBEAEHHS B COOTBETCTBHE;
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*  Oxasaume roJOBOI KOHCYNBTAIIMOHHOMN MOUICPXKKHE IO BOIPOCAM BEITIOTHEHHIS
TpeboBanuit Crangapra;

h) Pa3spaboTky naketa Heo6x0auMOM HOPMATUBHOMN JHOKYMEHTALY;

i) TIpoBeseHME BHENTHUX CKAHNPOBAHUHN ys3BUMOCTEl (ASV-cKamupoBamys);
j) IlpoBeneHHE BHEINHEro TECTUPOBAHMS HA MPOHUKHOBEHNE,

k) IlpoBeneHwie BHYTPEHHETO TECTHPOBAHNS Ha IIPOHUKHOBEHNE;,

) TectupoparuEe MEXaHH3MOB CErMEHTALMM

m) IIpoBeneHHe HTOTOBOTO CEPTUPHUKAIIHOHHOIO AYIATA.

JTansl OKA3AHEA YCIYT

3.5.  Ilpedeapumenvusrit ayoum no mpetosanuam Cmandapma PCI DSS 3.2.1

3.5.1. Hpeosapumensrioe onpedenenue odnacmu npumenenun Cmandapma

Ienwro mamHOTrO 3Tana sBIfeTcs oupeeneHne obnacre npuMmenenus Crammapra PCI
DSS 3.2.1 npuMernTeNIsHO K co3maBacMoit U mmeromeiics UT-nadpactpykrype AKB «ASIA
ALLIANCE BANKD», a Taxoke cornacoaHne o0bcMa BEIIONHAEMBIX paboT NpH NpOBEAEHHH
IEePBUYHOH OIEHKH IPOIIECCHHTOROTO NIEHTPa 38KA3UMKA.

Anst oupenenenus obaactu npuMererust Crannapra PCI DSS 3akasumk mpegocTapisgeT
OOKYMEHTAIHIO O pa3pabaTeiBaemoil (cymecTByromeit) apxurekrype AKB «ASIA ALLIANCE
BANKp», Nepedde cHcTeM YYACTBYIOIIMX B Iiponeccax oOpaboTKW, XpaHEHHWS HIH NepeaayuH
JIAHHBIX IUTATEKHBIX KapT, a4 TAKKe CYIECTBYIONIMX poneccax ofecreueHus HH(OPMaIHOHHOM
0e30IacHOCTH.

PesynbTaroM JlaHHOTO 9Tama  SBISETCS  Yepededh OOCIEAYEMBIX (DHIMUECKMX,

NPOTPaMMHEIX M MH(QOPMALMOHHEIX PECYPCOB, (DYHKIMOHRAIBHLIX IOJCHCTEM, BIJIIOYAEMBIX B
I'PaHULE] IPOBENEHHS paboT.

3.5.2. Coop opzanusayuonnoil 1 MexHuU4ecKoi UHHOPMAYUU 0 RPOUECCUHZ06OM
yenmpe

Henero JamHoro 3Tana ABIACTCS [OJYUCHHAC aKTYANbHOR W JIOCTOBEPHOH MHQOPMAIH

06 apXHMTEKType CO3HABacMOr0 NPOLECCHHIOBOIO LIEHTPA, IIOTOKAX JAHHEIX IIATEXHEIX KapT,
TEKyIIEM ypoBHe obecneueHus HMH(POPMAIHOHHOM Ge30macHOCTH, NNAHOB MO pPa3BUTHIO H
MOJCPHH3AIHA MPOIIECCHHIa, 4 Takke Apyrof mHpOpMarnmu, HeoOXOAHMOH IS OIEHKH
cootBeTcTBHs Tpebopanwam Cranmapra PCI DSS u paspaGorku Ilnama MepompraTii c
PECKOMEHAUMAMH II0 IOJTOTOBKE K YCIEIMHOMY CEPTH(GHKAIMOHHOMY aYAUTY.

Ipy BHIIONHEHHH NaHHBIX PaboT NpOM3BOAMTCS cHOP CAEAYIONIHX CBEISHHIL:

* 00 OpraHU3aIMOHHOMN CTPYKTYPE;

® O CTPYKTYpEe KOMILIEKCA HCIONE3YSMEIX IIPOrPAMMHO-TEXHIYCSCKUX CPEJICTB;

* O TONONOIMM CETH ¥ NPHMEHIEMBIX METOAAX CETMEHTAIMH (B T.4Y. XapaKTEPUCTHKH
HCTIONB3YEMEIX KaHANIOB ¥ TOYEK ITOJKIFOYEHHS K CETSIM CBA3M U ceTH MHTepHerT,
HecnpoBOIHEIC TOIKH JOCTYIIA);

* O mpouenypax obecnedeHus 6e30aCHOCTH B IOKATEHON ceTH;

* O MEXaHH3Max 3aIGMTHl JaHHBIX IDIATSKHBIX KapT;

® O IpoLeRypax YIpPaBIeHHA yI3BHMOCTAMH,

® O pealM3alK CUCTEMEI YIPABICHUS JOCTYIIOM;
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* 0 IpomeAypax MOHMTOPMHIa M KOHTpoad JocTyna {(Ha YpOBHE CCTH M
HPIIOKEHUI);

® 0 IOJUTHKE HHPOPMAITMOHHOM 6e30MacHOCTH,

C6op Bcex HEOOXOOUMEIX CBEEHMIT IPOM3BOAUTCA TIYTEM M3YYEHMs IPENOCTABIEHHOM
3aKa3YMKOM JOKYMEHTAI[WM, IPOBENESHHS MHTEPBBIO C MEPCOHANIOM 3aKasyuka, aHaaM3a
KOHQUIYpaUHOHHEIX  ()aHIOB TNPOTPaMMHEIX M  HPOTPAMMHO-TEXHMYECKMX — CMCTEMHBIX
KOMITOHEHTOB, IEMOHCTPHPOBAHMS COTPYAHHKAMH 3aKa3YHKa BEIIONHAEMEIX UMM OPOLEIYp.

Taxxe, mo xenammio 3aka’yMka, HA JAHHOM BSTaile MOMKeT OBITh IPOBEACHO
ONHOKPaTHOC BHYTPEHHEC CKAHMPOBAHME YA3BHMoOCTeH, ¢ BBIAadecii peKOMeHAaldi 1o
YCTPAHEHHIO BEIABJICHHEIX Y3BHMOCTEH.

3.5.3. Ouenra coomeemcmeusa mpebosanuam Cmarnoapma PCI DSS

Llenpio maHHOrO asrama SBISIETCS OUpPENCICHHE TEKYIIEro YPOBHS COOTBETCTBHSA
I TeXHOTo 1IUI03a 3akasunka tpeboranuaM Crannapta PCI DSS.

Ha nannoM sTame, Ha OCHOBE HOJIYYEHHON paHee HHGOPMAIMHA - BHIIOIHACTCS aHaln3
COOTBETCTBHMA HHQPACTPYKTyphl 3akasumka Tpebopammsm Crammapra PCI DSS, mia uero
HPOROISATCS CNeIyIomue paboTh:

®  AHAIM3 CTPYKTYPHI CETH M CETMEHTAVH;

*  aHamM3 KOH(HMrypanui akTHBHOIO CETEBOr0 OO0OPYMOBAHHSA H CYIIECTBYIOLINX
IIPaBHII PasrpaHUYeHNI JOCTYIR;

¢  aHaNW3 MCIOJB3YEMBIX CETEBEIX TIPOTOKONOR ¢ TOYKM 3peHi 6e300acHOCTH;

®  aHANW3 NPHHATHEIX B HHPOPMAIIHOHHON cHCTeMe MOJUTHK 0€30I1aCHOCTH;

¢  aHa)M3 MpoIeccoB 00pabOTKU JaHHBIX TUIATEKHBIX KapT;

* | Jipyrue HeoOXouMele pabOTEL

PesympraToM paoT Ha IaHHOM sTame gBuAeTcs «Oruer 00 OUEHKE COOTBETCTBHS
CO3/1aBaeMo¥l M cymrecTBYIOmer WH(pPAacTPyKTYpH 3akazunka TpebopammsaM Cramgapra PCI
DSS». Jauupli OT4eT, BKMOYAET B ce0st ONMCAHHE MPEANaraeMoil apXUTeKTYPLI IIATEKHOTO
LITI03a, IEPCYCHD BLISBICHHLIX HECOOTBETCTBHI TpebGoranusm Crannapra PCI DSS, onucanue
TeKyLel o6nacT npuMenMMocTH Tpeboranmit Crangapra PCI DSS (texymieit 06nacTy aymuTa)
H BXOJAINMX B HEE CHCTEMHBIX KOMIIOHEHT.

3.5.4. Paspabomka pexomendayuii o RPUGCEOCHUIO 8 COOMBEMCIEUE MPEBOSAHUAM
Cmanoapma PCI DSS

Ha pannoM sTame paoT ocymiecrBisfeTcs paspaboTKa BO3MOXHEIX BapHAHTOB
peaymizanun  tpebopanmii  Crammapra PCI DSS, myreM IOCTpOEHHS  KOMILIEKCA
OPraHM3allHOHHBIX MEPONPHATHI K peanu3alii HeOOXOMMMEBIX TEXHMYECKHX PEICHHMI, TakKe,
Ha JIAHHOM 3Tane pa3spabaTEIBArOTCS BO3MOXKHBIE BAPHAHTHl YMCHBINEHMA OONACTH ayjxuTa
(obmacTu cepTudHKanmMu) AU CHIDKEHHS CYMMApHBIX 3aTpaT HA IOATOTOBKY K YCIICIIHOM
CepPTHQHKAIMH, 32 CYeT YMCHBINEHUS 9YHCNA BHEAPIEMBIX CPEACTE 3allMTH M obbeMa
TIPOBOJMMEIX paboT.

IIps cocTaBieHHH pPeKOMCHIALMI 110 YCTPAHEHHIO BbISBJICHHEIX HECOOTBETCTBHIA
Tpebopanam Cranmapra PCI DSS yunTEIBAIOTCS ClIEAYIOIAE HAPABICHH:

¢ YMCHLIIEHHE IPaHUIl IpUMEHNMOCTH Tpebosanuit Crangapra PCI DSS;
*  H3MEHECHHE KOHQHIYpalmi CyIIeCTBYIOMAX CPEICTB 3AINTE;

* 10paboTKa CYIECTBYIOINGH M pa3paboTKa NONOIHUTENRHON JOKYMEHTANMH B
obiacta obecnieueHus HHoOPMANHOHHON 0E30IaCHOCTH;
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BHEJPEHHE M HACTpPOHKY MOIONHUTEIRHBIX CPEACTB 3aIlWTHl HH(MOPMAIMH (KaK
OOIIEAOCTYIMHEIX, TAK ¥ KOMMEDYECKHX PEIIEHHR);

PesyapTaTroM paboT Ha JAaHHOM 3Tale SBIMIETCH lepefaBaeMBIi 3axasuuky - [lman
pean3anuy OpraHu3alMORHBIX H TEXHHYECKHX MEPOIPHATHH, BHITOAHEHHE KOTOPEIX MO3BOJIAT
obecneunTh BEIMONMHEHME BeexX TpeGopanuii Ctanaapra PCI DSS.

3.5.5.

Obyuenue ocnoeam mpetoeanuii cmandapma PCI DSS ‘

B pamxax JaHHOTO 5Tana LCmoNHWTENs MPOBOAHT pa3oBoe 0OYUeHHE CIEHUANMCTOR
3axazumka 0CHOBaM obecrredeHud cooTBeTcTBHA cTanaapTy PCI DSS.

Ofy4enyre IO COINACOBAHHIO C 3aKasqiKOM MOXKET HPOBOJUTECS JHOO OYHO B T.
Tamkent, B oduce 3akazauka Bo Bpems Br3uTa QSA-aymuropa B pamKax Dtana | 6o B Buze

BoOmHApA.

O6ydenne IPOBOAMTCSA B TeUSHUE HE Gosee YeM 5 (XsTH) Yacos.
Kypcer npoBoadTes 110 cieIyIomelt mporpamMme:

1.

I.1.
1.2,
1.3.
1.4.
1.5.
2.

2.1.
2.2.
2.3.
24.
2.5.
2.6.
2.7.
3.

3.1
3.2
3.3.
4.

3.

5.1
5.2.
5.3.
54.
5.5.
6.

Beenenue B cranmapr PCI DSS

PCI SSC u 0630p cTramnapra

TepMPHOIOTHSA MIIATE)KHEOH HHIYCTPHH

Kraccupukanis ToproBo-CepRUCHEIX MPEAIPHATHI H CEPBHC-IPOBAiEpOB
XKuzuernsi ki cranmapra PCI DSS

BzaumooTHOIIEHMS yIaCTHUKOB B PAMKAX CTAHIApPTa.

Ponn B ctagmapte PCI DSS u cmexxupie cepTrdUKannm

Pomnn mmatexHbIx 6peHnos

Iporpamme! Ge3orachocTr AaHHEIX 0T VISA u MasterCard

SAQ z ROC. B gem pazauna?

O630p crangapra SSF

O630p cramgapra P2PE

O630p craggapra PCI PIN Security Requirements

Poinn u 00s13aHHOCTH YYACTHHKOB

OGHapyxeBHe JaHHBIX MATEKHBIX KapT ¥ 001aCTh ayauTa

Kax 00Hapy>KATE JaHHbIE IUIATEKHBIX KapT B CBOEH HH(PACTPYKTypE.
CerMenTanms ceTy. Kax IpaBHIBHO BEITOIHUTE.

Kax onpenenuTs 001acTh ayauTa.

Tpebopamms cranpapra PCI DSS

Breapenue u moxnepskanue coorserctsus PCI DSS

Oco0eHHOCTH OPUBEACHHS B COOTBETCTRUE TpeOOBaHUAM CTaHIAPTA
TpeboBaHus ¢ IEPHOANYECKIM KOHTPOJIEM

‘TpeboBaHus ¢ IOCTOSHALIM KOHTPOJIEM

Aytcopeunr Tpebosanuii PCI DSS. Kak nipasaibHO OpraHu30BaTh.
Kax npuMeHsTh KOMISHCHPYIOINHE MCPEL.

BenoMorarensaele  moxymentst PCI SSC w pabora ¢ MexayHapoIHsIMH

maTeXHEIME cucTeMamu (MIIC)

6.1.
6.2.
6.3.
7.

O630p BcioMorareNsHEX JoKyMenToB oT PCI SSC
IIprOpHTETHEIH ITOAXOM B JOCTIKeHAH cooTBeTcTBHs PCI DSS.
ROC u AOC. Yo menats ¢ OTYCTHEIME AOKYMEHTAME?
IlogsencHIE HTOTOR

[TporpamMma KypcoB MOKeT OBITh CKOPpeKTHpOBaHa McmoamuTenem.
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3.6.  Pazpa®omra nakema HOPMAMUGHO JOKyMeHmayuu

Lenpio fJaHHOTO JTala sBIAETCS paspaboTKa MakeTa INPOEKTOB HOPMATHBHOM
JOKYMEHTAINH, HeoOxoauMoH jurst BeinonHeHwd Tpebosanuit Cranmapra PCI DSS, sriroyas:

e  CraEnapTh KOHOUTYPHPOBAHNA OllepalioHBsIX cucTeM 1 CYB]I;

* Ilomiruks obecnedeHns 6e30MacHOCTH JAHHBIX IUATEKHBIX KAPT;

* Ilporemypsr pearipoBaHns Ha MHIHAEHTEH HH(OPMAIFOHHON HE30aCHOCTH;

e  PermaMeHTs U HHCTPYKIMH;

» Jlpyras BcobXOaMMAast JIOKYMEHTAIIMS.

Hrorosmii cocTaB pa3pabaThIBAEMEBIX JOKYMEHTOB ONpEJENHEICs  ayJuTOpaMu
Henomawrens 1o pesymbraTaM oTama  «PaspaGoTka peKOMEHIAmMii [0 TNPHBEACHHIO B
cooTeeTcTBHE TpeborarusM Cranmapta PCI DSS».

PesysbTaToM paboT Ha JaHHOM STane SBISETCS NEPEJAHHLIN 3aKasuuky I[AKET

IPOCKTOB HOPMATHBHOM JOKYyMEHTAlWy, HEOOXOAMMOM M BHINONHEHHSA TpeboBaHwii
Crampapra PCI DSS.

3.7.  Bnewnee ckanuposanue yazgumocmeii (ASV-crkanuposanue)

B xone spmonnesma pabor Hcmonnurens, wemomissys ASV-ceprudmimpoBaHHOE
penieHue, OCYIICCTRIAET [IOUCK YA3BUMOCTEH M Hebe30nacHbIX KOHGUIypaliit ceTeBRIX CIIyXKO,
(QYHKIHOHHPYIONTHX Ha 06IE/IOCTYIIHBIX CETEBEIX Y3lIaX 3aKka3uvKa.

Bueindee  ckaHHpoBaHWe — ys3BuMocTeit  (ASV-ckaHupoBaHWe) — BRIIOJHAETCH
HcnonuuteneM esxeKBapralbHO, IO 3aNpocy 3akasurKkd, B TeYeHde 1 Tofia ¢ JaTHl IPOREACHHS
IEePBOTO M3 CKAHUPOBAHMIA, g He Oonee gem 20 IP-aapecos.

Ilpu npoeemenum paborT B cooTBeTcTBHM ¢ TpeBoBammsamu Crammapra PCI DSS
(upoueAypaMH CKaHHpPOBAHHS) MCHONB3YIOTCA MPOQUIN, HE BKIOYAIOIHE B ceOf OIAcHbBIE
IPOBCPKH, TAKKE KAK aTakyl Ha «0TKa3 B OOCIY:KUBaHUNY, «1iepebop mapoleit», a BRsBIsSEMbIE B
. XOJie IPOBEACHES paboT yA3BHMOCTH KIACCUDUIIMPYIOTCS IO CTENEHH KPUTHIHOCTH.

ITo >xemamuro 3axa3ymka, eMy MOTYT OBITH [PENOCTABIEHE HpaBa JOCTYIA K CHCTEME
CKaHHPOBAHMA, JJI1 CAMOCTOATENRHOIO IPOBEAECHHS HEOTPAHMYCHHOTO YMCIid CKAHUPOBAHMI B
TeYeHHe | rofia ¢ JaTHl IIPOBEEHHS IEPBOTO U3 CKAHUPOBAIMIL.

PesynpTaroM paboT ABNAXOTCS OTHMETHI, MEPEAABACMEIE 3aKAZUMKY 110 Pe3yibTaTaM
MPOBEIEHNS KXKIOI0 U3 IPOBENECHHEBIX CKAHAPOBAHHH.

3.8.  Tecmuposarnue Ha npoHUKHOBeHUE

PabGoter 1o MOJCITHPOBAHUIO JeHCTBHH  TOTEHIMANBHOTO 3II0YMEIIICHHHKA
paszaeioTea Ha 1Ba THIIA:

e DBuemmee TecTHpoBaHUE Ha NPOHUKHOBeRME. OCYIIECTRIAETCA B3 ceTH MHTepHET I
ImpencrasiigeT coOol BLIABICHHE W AHANM3 TEXHHWYSCKMX yazuMocredl HC
BHEIIHETO MIEPUMETPA KOPIIOPATHBHOH KOMITBIOTEPHOM ceTH 3aKa3unka,

* DBuyrpennee TecTHpoBaHME Ha MPOHMKHOBeHHE. OCYymecTBIIETCA ¢ MOOHIBHOM
paboueif cranmpy Henonamrens, Bxmovenroi B JIBC 3axasunka, ¥ IMpEeACTABIET
coBoii BEIsSBIEHNE H aHAJH3 TEXHIIECKIX Ya3BuMocTell BHyTpennux UC.

CoctaB H Xon pa60T Ha XaXIOM 3Talle TCECTHPOBAHHA HAa IMIPOHHKHOBCHHE
OIIpCOCIAIOTCA BHYTPECHHHMH METONUKAMIH I/ICHOJIHPITGJIH, NOOOCPAKHUBACEMBIMHA B aKTYaJIbHOM
COCTOAHHH DNYTICM HX PEryJsapHOro IEpecMOTpa H aHamm3a ¢  Y4YeTOM TOCTOSHHO
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HaKalUIMBaGMOIO ONEITA NpPOBEICHHSI palOT M TEKyIUX M3MEHeHMH B  00IacTu
MHPOPMALIMOHHOH 6€30TaCHOCTH.

Taioke B xofe TEeCTHPOBAHHA HAa NPOHMKHOBEHHE VICIIONHATENEM HCIOMb3YIOTCS
OOIENIPUHEATEIE MEPOBBIE IIPAKTHKH TIPOBEACHUS NOJOOHEIX paboT, BKIIOYAsS TAKHE METOIMKH,
kax OSSTMM v3.0 w OWASP Testing Guide v3.

PaboTel Ha KaXXIOM W3 STaloB NpeIBAPUTENLHO COTNACYIOTCS C OTBETCTBEHHBIME
NPEACTaBUTEIIMH 3aKa3ynKa. B cilydac BEICOKOH BEPOATHOCTH HAPYIIEHAS (QYHKITHOEUPOBAHHS
LENEBBIX CHCTEM MM B CIydJac YCIENMHOro NOCTyna K KOHGUAEHIWAILHONH HHQOPMAIMH
3akazuuka VICHONHWTENs TNpeKpallaeT AaNbHEHIIee BHIIOJHEHHE paboT A0 MONYYCHHS OT
3akazunka GOpMAaNsHOTO Pa3pellieHus Ha NpOJoJDKEHHe paboT.

B xonme pabor McnmonHUTeNs HE NPOBOJMT paclpeleleHHBEe aTaKd HA OTKA3 B
obcmyxuranmn (DDoS).

ITo pesynbratam paboT 3aKa3yHKy NEPENalOTCs OTYETHBIE JOKYMEHTHI, COAEDKAIIHe
OTHCAHIE BBIIONHEHHEIX paboT, BRIBICHHBIX IPOCIeM (YA3BMMOCTEH) H PEKOMEHAALHNHY 110 HX
YCTpaHEHMIO,

3.8.1. Ceedenun o Modennx 3n0YMoIIUACHHUKA

B PaMKax pa60T [0 TECTHPOBAHHUIO HA NPOHMKHOBEHHE IIpejiaraeTcs CMOIETUPOBATE
HefCTBHS MOTEHIHAIIBHEIX 3JIOYMBIITIICHHIKOB, COOTBCTCTRYIOIIUX CIESAYIOIIHM MOICIIAM:

¢ «MuTepHeT-xaKkep» — 3IOYMBIIUICHHHK, IeHCTBYrOmHUi u3 ceTH KHTepHer, He
uMeronui norrdeckux mpas B UC 3akazumka # He 0ONajaonui CBEOSHUSIMH O
KopropaTHeHOH ceTl 1 MC 3akasqmka;

e «llocetdTens» — BNOYMEINUIEHHWK, MMEIOIMH BO3MOXHOCTE IIO/KIIOUSHHS
HeKkoHTponupyeMoit paboyedt cranmum k JIBC 3akasduka (Hampwmep, BHELIHEL
KOHCYNBTAHT), HE MMEIOIMI normdeckux rpas B MIC 3aka3unka 1 He obianaromii
IOAPOOHEIMY CBEHEHHSME O CTPYKTYpe KODIIOPATHBHOM CETH M MCIOJB3YEMBIX
CPEOCTBax 3alllUThI;

[ToTeHnManbHEE 3MOYMBIIICHHUKY, COOTBETCTBYIOIAC KAXKIOW 43 OIHCAHHEIX
MoJiene#f, HCHONB3YIOT OOMENOCTYNHOE crennamsuposanroe 110 1 He 06May@r0T HABBIKAMU
CaMOCTOATENBHOTO HCCACAOBanNA ya3BUMocTel FIC 1 UxX KOMIIOHEHTOB, a TaKkXke He ofiiafaor
kBanapuKanuei, JOCTATOYHOM A1 CaMOCTOSTEEHOH paspaborku BpegonocHoro I10.

OCHOBHBIMM LIENSIMH NOTEHUHAILHEIX 3JI0 YMBIIUISHHIKOB SBIITIOTCS

® [IONYYCHHE JOCTYIA B KOPIOPAaTHBHYIO CETh 3aKA3UMKa;

® DOJIy9CHHE JIOrHYecKoro noctyna B MIC 3akasuuka,

® MONyYeHHE NOCTYHa K KoH(ujernuansHo# mubopmaumu, o6pabaTtsisaemoii B IC
3akazunka; .

* OIPEICICHHE BO3MOXKHOCTH HapyimeHus paborocnocobHoctr IIOJ] 3axazumka
NyTeéM HApYIICHHS LETOCTHOCTH 00pabaTsBAGMBIX [AHHBEIX MM HapyIOeHHs
IOCTYIHOCTH (DYHKIHMOHHPYIOMIAX CEPBHCOB.

3.8.2. BHewnee mecmuposarue Ha HPOHUKHOGEHHE

Pabotrt 1o aHAIIA3Y 3alMIICHHOCTA BHCOIHEIO [IEPHMETPA CETH 3aKIOYaryTCd B
MOIOCTHUPOBaHHH JeHCcTRIH IIOTCHIIMANBHOTO BHEIIHErO 3JNIOYMEBIIIICHHHKA, He OGJIa,I(aIOIlleI'O
HOJIp06HBIMPI CEBCIOCHHUAMH O KOpHOpaTPIBHOI:‘I CCTH H IIPOICCCHHTOBOM (ICHTPE 3akazunKa.

Monenuposanne AeMCTBMI IOTEHIMATILHOTO 3II0YMBIIIJICHHHEKA Pa3fenseTcs Ha aBa
OCHOBHEIX 3TAIA:
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4)

3)

Ipensapurensusiii cbop madopmaimm. Ha pamEoM 3Tane mpom3BoguTes cHop

CBEJEHUH O CTPYKTYpe M KOMIIOHEHTaX KOPIOPATHBHOM ceTH 3aKa3uuwka, TakKux

KaK: JOMEHHBlE KMEHa ¥ 30HBI, CETEBas aJpecals, KOMIIOHEHTHl CETH,

HCTIOB3YEMEIE CPCACTBA 3AILHTHI,

ITpoBeseHre aKTHBHOTO BHEMIHETO TECTHPOBAHMS Ha NPOHHKHOBEHHe. PaGoThl Ha

OaHHOM OSTale BKJIFOYAIOT B ¢e0A BBIABICHHC YAI3BAMOCTEN «PYIHBIMY» METOAOM H C

HCIONMB30BaaMeM crnenpamsuposagaoro [10. CocraB paboT Ha JEaHHOM JTalle

BKJIIOYAET B celd:

¢ Onpenenesre THNOB M Bepeuit ycrpoiicts, OC, CETEBHX CEpBHCOB K
IIPHIOXKEHHH 110 PEakIIiy Ha BHENIHee Bo3AelicTeue;

o Hnenrudukanms ys3BHMOCTElH CEpBEPOB, CETEBOro 0GOPYMOBAHMA H CETEBEIX
CpelcTB 3amuThl. Moentndukxanps ya3BHUMOCTeH IPOM3BOAWTCA LN BCEX
XOCTOB, BXOJAMIMX B TPAaHULE! paboT M JOCTYIHBIX (MK CTABIIMX JIOCTYITHEIMY
B Xoje paboT) u3 ceru MuTepHeT (B Tom gucne, cepsucsl HTTP u DNS, VPN-
CEePBYCH, Web-TIPWIOXKEHUS, CePBHC SICKTPOHHOX IIOYTHE, CHCTEMHEBIE M
OpUKIamHEe  CepBMCHL). [Ipom3BoaMTCS BRISIBJIGHHME KaK  YSI3BHMOCTEH,
CBS3aHHEIX C HEKOPPEKTHOH peanMsanueil, Tax ¥ yA3BHMOCTel, CBA3AHHBIX ¢
HEKOPPCKTHOI KOH(pUIrypalHeli ceTeBHX cepBiicos, OC, NpUIIOKEHHIH, CETEBBIX
YCTPOHCTB H CPENCTB 3aIUTEL

®  DKCHCPTHHIH aHaIN3 3aIUINEHHOCTH (MponvkHoBeHue). IIpeacTasaser coboit
MOJETHMPOBAHNE ATAK, C HCIOJIL30BAHHEM CIEUMAM3APOBAHHBIX CPENCTB H
cBeneHMH 00 W3BECTHBIX YA3BUMOCTAX, B OTHONIEHUH LIETEBHIX cHeTeM, PaBoTel
Ha JAHHOM 3Talle NpH HEOOXOJMMOCTH MOTYT HTEPATHBHO HOBTOPATHCA ¢
IENBI0 BO3MEHCTBHA Ha CBA3aHHBE MHOOPMAIHOHHEIE CHCTEMBI, BOLIEIIIHE B
rpaHuIkl paboT.

3.8.3. Buympennee mecmuposanue Ha npORUKHOGEHUE

PaGoTE Ha JaHHOM Talle 3aKINOYAIOTC B MO/ICIMPOBAHIH AHCTBHIL MOTCHIMATBHOTO
BHYTPEHHETO 3II0YMBIIUIEHHIKA. B cocTtas paboT BXOIUT:

6)
7)

8)
9)

C6op crepenuit o JIBC 3akasunka H3HYTIpHU CETH;

Omnpezencnue THIIOB ¥ Bepcrit yeTpoiicts, OC, CeTEBBIX CEPBUCOB M IPAIOKEHYL
II0 PEAKIMK Ha BHEITHEE BO3/ICHCTBHE;

MogenupoBaHue aT4K HA CETCBOM YPOBHE;

Wnenrtraduranus yassumocteit pabouwx craHumii monp3oBaTeleilf, KOMIOHEHTOB
HH(OPMALMOHHEIX CHCTEM, CETEBOTO O0OPYIOBAHES M CETEBBIX CPEACTB 3aIlATH,

10) MozenvpoBanne aTax Ha ypOBHE NPWIOMKEHWH, ceTeBbIX cepeucoB u OC, ¢

3.9.

HCIOIB30OBAHUCM  CIEIHANIMZYPOBAHHELIX CPECTB U CBEIICHUIM 00 M3BECTHBIX
YA3BHMOCTAX B OTHOMCHUH BEIABJICHIELIX CUCTEM,

Tecmupomuue MEXAHUIMOE CezMenmauiiy

PaboTEl Ha JaHHOM 3Tale 3aKNIOYAI0TCA B MPOBEPKH 3PEKTHBHOCTH HCIOJB30BAHHEIX
Mep CerMeHTalH CCTH (OT/IE/ICHUM TPaHin cepTHGUKAIHN OT OCTANbHOM cetr), B cocTaB paboT

BXOOHT.

11) C6op crenmenuii o JIBC 3akasuynka H3HYTPH CETH;
12) VineHTn(uKalis CETCBEIX CEPBHCOB W NPMIOKEHWH 110 peaKidy Ha BHEIIHee

BO3MEHCTBHE M3-32 NIPEAENIOB TPAHHI] CepPTH(HHKAINE;
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13) Betbopounas mpoBepka IPaBHI MEXKCETEBOr0 IKPAHWPOBAHHUA HA TPAHUILE CPERDI
CEPTHRHHKALIH.

PesympraToM paGoT Ha [JaHHOM 3Tale  SBASETCA OTYET IO  Pe3YIpTaTaM
TOTIOITHUTENIFHOTO BHYTPEHHErO TECTHPOBAHMS CEIMEHTALMM, copepikammil uH(GOpManmio o
BEIMONIHEHHRIX padoTax, BKMOYas WH(OpMauio 060 BCeX BHIABICHHEIX HEJOCTATKAX W
PEKOMEHIAITHY 10 MX YCTPAaHEeHHIO.

3.10. Cepmuuxayuonnuviii ayoum coomeemcemeus mpebosanusm cmandapma PCI
DSS

3.10.1. Onpedenenue obnacmu cepmudhuxanuu

Ha nansoM srane ayquropekoli rpynmoii MICTIONHMTeNs IPOU3BOMTCS ONPEACICHHE ¥
CorlacoBaHHWE AaKTyalbHOM oOnacTH aymmra. Jmst aroro, VCMOSIHTENEM 3alpallHBaeTCs
MMEIOIIascy HHPOPMAHI O CTPYKTYpe MHGOPMALHMOHHEIX CHCTEM IIPOIECCHHTOBOTO MEHTpa U
nponeccax obecredeHns HEGOPMAIMOHHOH (e30IacHOCTH, a TAKKE ONPEACIAIOTCS CHCTEMHEIE
KOMIIOHEHTEI, KaHAJIbI MIepeAady JaHHEIX ¥ JIPYI'He CHCTEMEBI, BKIIIOUAeMBIE B 00NacTh ayaura B
COOTBETCTBHH ¢ TpeboBanusamu Craugapta PCI DSS.

Pe3yIsTaToM JaHHOT'O 3Tama SBJISETCS Iepedeth CHCTEMHBIX KOMIIOHEHT, TI0TEXKAITHX
aymuTy.

3.10.2. Coop ceudemenvcme coomeemcmens

Ha  jmamHomM  osrame, ayguTopsl  LICIONEWTENst  NPOBOIAT  HeoOXomHMoe
HHTEPBBIONPOBAHME OTBETCTBEHHBIX COTPYIHMKOB 3aKasdplKa, POBEPHAIOT NapaMeTpEL
6€30IIaCHOCTH CHCTEMHBIX KOMIIOHEHT, BXOJSIMX B OONAacTs ayaumra M JOKYMEHTHDYIOT
CBHZCTENLCTRA ayIHTa HeoOXO0iMEle s (POPMHPOBAHMS HTOTOBOM OTYETHOI JOKYMEHTAITHH.

COop Beex HEOOXOMMMBIX CBENEHMH NPOM3BOMWICH IIYTCM H3YYeHUs HOPMATHBHOM
HNOKYMEHTALMH,  TPOBEAEHMA  MHTEPBBIO,  aHaNM3a  KOH(MMIYpAMOHMHEIX  (haifnos,
JAEMOHCTPUPOBAHKS COTPY/HAKAMH 3aKa3zuhka BEHIOJHAECMBIX HMH IPOUEAYD 10 0DeCIEUEHUEO
HHQOPMAOHHOM GE30MaCHOCTH. '

3.10.3. Dopmuposarnue omyuemnoii QoOKyMenmayuu

Ha yanHoM srame aymuropckas rpymma VICIONHATENS Ha OCHOBE COOPANHBIX CBHETENHCTRB
ayauTa IIpOBOJUT aHAIU3 BRIMONIHeHHs Tpebosarmii Ctanxapra PCI DSS, KoTopsie oOnpeaencHsl
B IIECTH IPYNIAX H HOPMHUPYET HEOOXOMMYIO OTUETHYIO NOKYMEHTAINIO;

n) IlocTpoenue u mommepIKaHHE 3AMMIEHHOH BEIYMCIATENLHOMN CETH;

0) 3ampmTa HHQOPMAIIHH AepiKaTeneil IaTeKHBIX KapT;

p) PeamMsarmuis nporpaMMBl yIpaBieHEs YI3BEMOCTSM;

q) Peammszamms Mep mo cTPOroMy KOHTPOJIIO JOCTYIIA;

1} PeryaspHEIf MOHHTOPHHT ¥ TECTHPOBAHUE BEIYHCITATEIBHEIX CETEH;

s) Ilomnepxanne HOMMTHKY UHPOPMAIIMOHHOH 6e300aCHOCTH.

PesymsratoM paboT Ha [aHHOM 3Tale SABIITOTCS OTYETHbIE OKYMEHTHL, HAIPABIIAEMEIE
3axazquxy u 38 Mexaynaponssie Ilnatexxuste CHCTEMEL:

¢ Report on Compliance (Ha aHrmifcKoM 3BIKE);
e Attestation of Compliance (Ha aHrmiickoM S3pike);
¢ Ceprugukar coorsercteusa PCI DSS (ua pyccKoM v aHrTHMHCKOM A3BIKAX).
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3.11. Koucynbmayuonnas no00epicKa no 60NPOCAM GbIROIHEHUA MPedosaniil
Cmanoapma PCI DSS

[lenpro paboT Ha JaHHOM 3TaIe SIBISAETCS KOHCYJILTHPOBAHUE CIIEUAIMCTOB 3aKa3unKa
10 BO3ZHUKAOIIMM BOIIPOCaM, CBA3AHHEIM C pa3bsCHEHHEM KOHKpETHHIX TpeOopanuit Cranmapra
PCI DSS u criocod6am uX BBITIOHEHUS.

Koncynpralmonnas THoJlepkka 3aka3duka OCYIIECTBISIETCS B TedeHHe 1 roja c
MOMEHTa 3aKITIOYeHHA J0roBopa. IIpneM 3ampocoB ocymiecTBISeTCs MO IEKTPOHHOH MoYTe M
Tenedony. Bpems oTBeTa Ha KKABIH NOCTYNUBINMI 3aIIpoc MOXKET COCTaBIATH OT 1 70 S
pabounx JHel ¢ JaTHI IIpHeMa 3aIpoca, B 3aBUCHMOCTH OT CJI0KHOCTH 3a1Ipoca.

NCIIOJIHUTEJb: 3AKA3YHK:

PHUO PHUO

ML.IIL. MLIL
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Mpunomxenne No2
K loroBopy Ne

oT « »

KAJTEHIAPHBIA INIAH-TPA®HK OKA3ZAHUAS YCIAYT

202_roma

Hagaxo Oxonuanue
Ne sTama HaumeHnoBaHme 3Tana
(pab. qan) (pad. puu)

1. IIpeaBapHTeJILHBLH AYTAT COOTBETCTBHS i 111420
Tpebosanusam crangapta PCI DSS 3.2.1

2. BHemnee TecTRpoOBaHME HA NPONHKHOBEHHE 2 J2+10

3. BayTrpeHnnee TecTupoBanne Ha IE 13+13
IIPOHHKHOBEHUE

4, IlpenocTagienne A0CTYNA K KOHCOHE TSI

NPOBeJeHHs BHEMHET) CKAHNPOBAHHSA J14 J4+2
yassuMocreil (ASVY-ckaHuposanue)

5. TecTupoBaRHEe MEXAHH3MOB CErMEHTANNA JI5 J5+5

0. CeprudakannoHHbI AyIAT COOTBETCTBHSA 16 6425
Tpebosannam crannapra PCI DSS 3.2.1

[IpaMeaans;

— JI* — cormacopamsas (U0 3IeKTPOHHON 109TE) ¢ 3aKA3YMKOM JATa HAYANA OKA3AHHS
YCIIYT 110 COOTBETCTBYIOMEMY 3TaILy.

— YacTp 3TaIoB MOKET BEIIOIHITHCS HapalUICIBEHO.

HUCIIOJHUTEJIb:

3AKA3YHK:

OHO

M.IL

OHO

ML.IIL
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IIpuaoxenue Ne 3

k orogopy No
0T« » 202_ropa
Cornamenue 0 KOHPHICHIHAJILHOCTH
r. Tamxkenr &« » 202_r.

, HMeHyeMoe B JanbHeHimeM «licmonHuTENns», B JIHIE
, IelcTByiOmero Ha OCHOBAHHHU , C OmHOH
croponsl, B AKD «ASIA ALLIANCE BANK», uMeHyeMEIl B HanpHeHIIeM «32Kka3quxy, B JUIE
WN.o. IIpencenatena Ilpapnenus XaxiuMosa Y. A., IeHCTBYIONMEro Ha OCHOBAHAH YCTaBpa, C Ipyrou
CTOPOHBI, HIMEHYEMBIE MO OTAEILHOCTH «CTOpoHa», a BMeCTe - «CTOPOHDIY, 3AKIIOMMIM HACTOSIIEe
Cornamenye 0 KOHQHISHIHATEHOCTH (Iajee - «Comalenuey) 0 HIKeCne yIomeM.

1. Ilpeamer Cornanenmst

1.1. HacrosmumM CTOpOHE! ONpEACIIOT NOPANOK H YCJIOBHMS 3aMUTHE KOH(GUICHIMANEHOIM
Wndopmanmu, kotopodt Cropomsl 6ynyr o6MeHuBaTbCs B XOA€ NPOBEACHHS IIEPETOBOPOB,
3aKIOYCHHS NOTOBOPOB H HCIONHEHHH 0043aTeNbeTB Mo HuM. [IpH 3TOM B IENSX HACTOSINEro
Cormawenua Cropona, nepepatomas Koubpunemmmansuyro WadgopManmo, Oyner HMEHOBAaTBCS
«Ilepenatomas  Cropona», a CropoHa, wnonydaromas Kouduaenrmamsayio HEpopManmo -
«ITonmyqaromas Croponay.

2. TepMuHbI U ONIpeae/IeHHs

2.1. B cootserctBuu ¢ HacrosmuM CornamenueM, Kondmaennuansgoit Madopmarmeit
npusHaerTcs Jrobas mudopmanms, npenocrasisiemas Ilepenatomeii Croponoit ITomyuarome# Cropone
B YCTHOH, MHCEMEHHOW (popMe H/MIIH Ha 3JIEKTPOHHBIX HOCHTENIX (BKIKOYAH KAKHE-THOO CBEHEHMS,
A2HHBIC, OTYCTHEIE NOKYMEHTEI, Pa3bsICHEHHS, IPOTHO3EI), IPH YCIOBHH, YTO Takas WH(OpMammsa
uneHTHGUIMpoBana B KauecTse Komdbuenuuansuoi MadopManiy npy ee mepegade.

Wudopmanus, nepemaHHas yCTHO, OymeT cumTaThead KOH(MIEHIMANBHOM TONBKO B TOM
cygae, KOria KOHQUIEHIMAILHBIH XapakTep 9TOH HH(QOpMAIMA HOATBEpiKIAeTCH B IHCHMEHHOI
dopme myrem cocTapienus CTOpOHAME COOTBETCTBYIOIEro [IPOTOKOTA MM HHOTO JOKYMEHTA B
MOMEHT nepefadn taxoi Madopmarmm.

2.2, Tlox packpeiTweM, pasTialicHAeM Wik mepefaveii Kombuaeruuansaol HMubopMammm
TIOHMMAETCH JelicTBre uim Ge3ielicTrie, B pe3ynbTate kotoporo Kondunenrmansaas MudopManys
mobo# Bo3MOXKHON (opMe (YCTHOM, MUCHMEHHOM, HHOH (opMe, B TOM YHCIE ¢ MCIIONB30BAHMEM
TEXHHIECKUX CPEJICTB) CTAHOBUTCS M3BECTHOM TPeThUM JHliaMm Ge3 cornacus [epenaromeii CTOPOHEL.

3. ObsizarenseTBa Cropon

3.1. B nensx nenonsenus npeaMera Hactosmero Cornamenust CTOPOHB 063YIOTCA:

3.1.1. He nepenasate apyr npyry Koudunenimansuyw MHGopMaIiiio mo oTKPEITEM KaHaIaM
TenedonHOH, Tenerpaduoll 1 dakCHMIILHON CBS3U, & TAKXKE ¢ HCIONb30BaHNEM ceTH MHTepHeT 663
NPHHATHS MEp, 06eCneYNBaOMNX ee 3Ty,
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3.1.2. Ocymectpuare 3ammTy Kondunenumansnoit Mupopmanum, 00eCHedHBArOmyIo ee
COXPAHHOCTD (HEPa3ralleHHE).

3.1.3. Hcnonnzopate Kondupenmuanehyw MHGOpMAlMio ¢TPOro B NENSX OCYINECTBICHUS
JIOTOBOPHO# meareneHOCTH. IIpH 3TOM HE OCYIECTBISTh 6€3 IIPeABapHTENBHOIO MHCHMEHHOIO
cornacus Ilepemarometi Cropons! packpritue Konduaermmmansnoit MahopManus jrobeiM criocobom,
3a UCKIIFOYEHNEM CITy4aeRr, KOr/a:

a) or Ilomygatomeit Croposl TpeGyerca mepepats KomrduieHnmampHyro HadopMammro
OpraHaM rocymapCTBCHHOH BJIACTH B COOTBETCTBHH C ACHCTBYIONMM 3aKOHOJATENBCTBOM. IIpu 3TOM
Ao HerocpeacTBeHHOU mepenaun KondunenmuamHoi Mndopmarmn [Tosyvaromas Cropona o6s3an
HanpaeuTh [Iepenaromeii CTopoHe COOTBETCTRYIONIEE YBEIOMIIEHHE B IMCHMEHHOM GopMe;

6) neperaua KonduaeHimansnoi Mupopmarzn cBouM paboTHHKAM ¥ JOJIKHOCTHEIM JTHIAM
BBI3BAHA HEOTJIONKHOCTHIO HCnoyHeHMs [lomywaromeli CTopoHOH NOTOBOPHBIX 0Os3aTENbCTB, HpH
yeaosud, uto Ilosyyaromas CTopoHa HeceT OTBETCTBEHHOCTD 3a BRIIONHEHNE TPEGOBAHMIA 110 3aIIKTe
Konpunenimamsno Madopmanuy NTHNAMH, KOTOPEIM B COOTBETCTBHA C HACTOANIMM IIYHKTOM
coobmaercs 5Ta HHGOPMAIHS;

B) Kondunennuansuas Mudopmarms seinseTcs ofumemsBecTHOR He no Bume [lonygaromeit
Croponst u Ov1na npegocTaBnena [oxygaromei CTOpoHe TpeTheit CTOpoHOI.

3.14. Hesamemrensno uHGOPMHpOBaTH OPYT OPYra O  CIyd9asX  pPacKpHITHS
Konpuzennunaneaoit Mupopmariy, opraHusosats pacciefoBanue sTHX (aktoB. [IpM mpoBeneHHH
pacciefoBanyst gaxros packpetui Kondwpenruansuoit Mndopmamusr CTOpOHE! 0 B3aHMHOMY
COTJIAMICHHIO BIIPaBe HAUPABIATE JPYr APYTY CUEIHATMCTOB B OONACTH 3aIUTH HH(DOPMAIMH.
OruiaTa pacxofoB, CBA3AHHEIX ¢ KOMAHMPOBAHHEM TAKHX CIIEIHANMCTOB, IIPOM3BOHTCeH CTOPOHOIL,
JonycruBiei pasriamenue Mudopmarwm,

3.2. Homy4aromas Ctopona obs3ana:

- Hesamemmrensno coobmuts Ilepemaromei Cropore o momymenmoM Ilomywaromei
Cropono#t mi6o crapimem m3secTHoM [omyuaromeii CropoHe (haxTte pasriamieHHS A60 YIpO3IEI
pasryaleHns, HE3aKOHHOM IIOyYCHMH WM HE3aKOHHOM HCIONL30BaHud KoH(UIEHIHaIbHOIM
Wudopmarm TpeTEUME ITHIAMH.

- He xomvpoBaTe M He BOCHpPOM3BOIWT: ApPYrumu crocofamu KoHbHIEHITHATLHYIO
Wupopmammio, 32 HCKIIOYEHHEM CIy4aeB, KOIJA 9TO HeoOXOMMMO i Helelf JOTOBOPOB,
3AKMIOYEHHBIX Mexiy CropoHamm. K KONMSM JODKHEI NPUMEHATHCA Te ke TpeGOBaHHA MO
COOIO/IEHNIO KORPUICHINANBHOCTH, UYTO ¥ K OPHIHHANAM.

- Hesamennurensuo yBemomuts Ilepenaromyio CTopony jroGRM BHAOM CBS3H B CIyJasix:

a) mnoctymieHuss B anmpec Ilomydaromeil CTOpoHBI TpeOoBaHEst (3alpoca) OPraHOB
TOCYAapCTBEBHOHN BIACTH, MHBIX TOCYNAPCTBEHHEIX OPraHOB, OPraHOB MECTHOTO CaMOYIPaBICHUS,
CYIOB, OPTaHOB IPOKYPATYPEL, OPIaHOB IIPEABAPUTEIILHOTO CHENCTBHS, OPTaHOB HO3HAHMUA O Tlepeaayue
Koudupenuunansnoit Magopmarmu, nomydennoi ot [Tepenatomeii CTopoms:;

0) u3bATHA (BLIEMKM, apecTa) B YCTAHOBJCHHOM 3aKOHOM Iopaake KonbuieHUIMaTIbHOM
Wudopman, noryderHoi ot Ilepenatomeit CTopons:;

B) IOBPOXACHHS, YTPATHI, XHUIIEHHS M OPYTHX CIydadx HEHpPaBOMEPHOIO BHIOBITHS u3
BraaeHnd Konduaenuuamsnoit Hadopmarmu, nomydennoi or Tepepatorneii CropomHsL;

) B APYrdX CIydYasx, KOT/a BOSHHK/IA HeOOXOOUMOCTE JG0 IenecoodpassocTh Tepeaady
Kondunenupansuot Madopmarmm, nomyyenno# ot [lepenaromeit CTOPOREI, TPETHHM TMIAM.
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4. Pacnopsxenne Kondunennuansnoit Hudopmanmeit

4.1. Bca wundopmarms, packpeisaemas Ilepenaromeii Croponoit apyroit CropoHe B .

COOTBETCTBYMH ¢ HacTosmuM CoTNalleHUEM, HE3aBHCHMO OT (OPMEI IEpefaun SBISeTCs H OCTAETCA
HCITIOUUTEIEHOM cobcTBeHHOCTEIO Ilepenatonieit CTopoHEL.

4.2. Tlo macemerHOMy Tpebopanuio Ilepemarorneir CTOpOHH Bes KondmnenupmaisHas
Wudopmarms noamexur HesaMeIHTEILHOMY BO3BpaTy WM yHAUTOXeHMIo Ilomyqaiomeit CTopoHoi,
32 HCKINOYCHHEM CIyYaeB, KOTZa BO3BPAT WM YHUYTOXECHHE MNOKYMEHTOB IIPOTHBOPCUHT
IeHCTBYIONIEMY 3aKOHOMATENbCTBY PecnyOmuxu Y3bekuctan. B revenve 10 (mecatn) mell mocrne
nojysenus Ttakoro tpebopanms Ilonmywaromas CTOpOHA HOIDKHA BEPHYTE MIIM YHHYTOKHIh BCE
opuruHankl Konduuenmansroit MHGopMaliy ¥ yHHYTOKHTS BCE €€ KOTMH M BOCIPOM3BEICHHS B
Jobol GopMe, MMEIOMEECT B €€ PACHOPSUKEHMH, 4 TAKKE B PACHOPSKEHHH IHI, KOTOPHEIM OHA
mepemasa ¢ cobmofeHHeM ycnoBMii Hactosmero Cornamenus Takylo KoH(HIEHIHAILEHYIO
Nudopmarpmo, xpome ciygaes, koraa [lonyyatomas CTOpoHa B COOTBETCTRHA ¢ 3aKOHO/ATEIbCTBOM
PeciyGmuxu YaGexmcran ofs3aHa XpanuTh OJHy Komuioo Koabuenummamsnod Mudopmarrm,
nony4eHHOH oT [lepenaromeit CTOPOHEL AT OCYIIECTRIICHHS JOTOBOPHOI /€S TENBHOCTH.

4.3. Jhrobag Konduuennmanstas Vindopmarius, He HcTpeGoBaHHAS ¥ HE BO3BPAMICHHAS OJHOMN
u3 Cropos, OyaeT xpaHuTbes apyroii CTopoHo# B Teuenwe 5 (naTH) meT (¢ coBMOTEHAEM B TEISHHE
BCCIO YKa3aHHOTO CpPOKAa XpaHEHHS B OTHOINEHWH XpaHHMON MHQGOpPMALMK [OIOKEHHH o
KoHQUACHIMaTbHOCTH HacToAmero COrNameHus) ¢ JaThl TNPeKpamieHHs AeHCTBMS HACTOSINEro
Cormamenns. [1o HCTEYCHMH YKa3aHHOIO B HACTOAINEM IYHKTE CpOKA XpaHEHHS MH(DOpPMAIS
NOJUIEKAT YHHUTOKEHHIO,

44. B Teuenme 1 (ommoro) pabodero jus ¢ OATH YHWYTOXeHH KomduaeHIMamsHOI
WrdopManyy 1o oCHOBaHAAM, IpeaycMOTpeHEsM It 4.2., 4.3, Cornamenus, [Tomyuaromas Cropoma
obgsyerca B nuceMeHHOR dopMe ysenomuts [lepenaromyio CTOpOHY O (akTe YHHUTOMKEHHS TAKOM
Konpupennuamsuoit Madopmaum.

5. OrsercrBennocTs CTOopoH

3.1. Cropoua, momycTHBINAsS yTrepio HIH pasriamenne KonduyenumansHol HMudopmamm,
HECET OTBCTCTBEHHOCTh 33 PEANBHBIN JOKYMEHTAlBHO IIOATBEPKACHHBIN yiepl, IIOHeCCHHBIH
lepepatomeit CropoHo#f, W BHTEKAOWMA ¥3 WM B CBI3M ¢ JBOOBIM  pasTiAlleHHEM

Konpunenmmanmsnott  Vadopmaruy, B COOTBETCTBHHA C  JAEHCTBYIONIHM  3aKOHOJATEIHCTBOM
PecrryGimiku V3bexucTan.

6. Ilpouve mo/ioxeHHs

6.1. Tlpasa u obssanHOCcTH CTOPOH MO HacTosmeMy COIJANICHHIO B CIydae PeopraHM3alyy
KaKoi-1u00 13 CTOPOH HEpeXomsT K COOTBEICTBYIOLIEMY TpPaBOIpPEEMHHKY (IIpaBonpeeMHanKaM). B
Cclydac NHKBU)TALMH Kakoi-mr6o CtopoHel, Takas CTOpoHa A0 3aBEpINCHHS JHKBUIALHMH 00s3aHa
ofecrneunts Bo3Bpar [lepenatomteit CTOpOHe BCEX OPUTHHANOB B YHHITOXEHHE BCEX M JIFOOBIX KOIIMIA
Konpunennmansnoit Madopmarim, nepegansoit [epenaomeit CTopoHOI.

6.2. Bce cmophl ¥ pasHOTIACHA, KOTOPEIE MOTYT BOSHHKHYTEL MeXIy CTOPOHAMHE B CBS3H C
waciosmuM  COrmacHueM, OyayT 1O BO3MOKHOCTH pPEIIATECH ITyTeM [IEPErOBOPOB  MEXILY
Croposamu. [Ipu HEBO3MONKHOCTH YPETYNHPOBAHHSA CIIOPOE IIyTeM HEPETOBOPOB B Pa3yMHEIE CPOKH,
TaKHe CTopkl, 0o TpeboBanmio moGoi 13 CIOPOH, MEPENAOTCs Il OKOHYATENLHOTO PaspellcHus B
ApOHTpasKHEII CYJI 10 MECTY HAXOXKIEHHA OTBETIHKA.

6.3. Hacrosmmee Cornautenne TONKyeTcd W  PErylIupyeTcss B  COOTBETCTBHE ¢
3aKOHOATEIBCTBOM PeciiyOnuku Y30exucTam.
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6.4. JhoGbic monmpaBky, H3MEHEHNS H JONOIHEHHs K HACTOsMeMY COTNAIIEHII0 AMEIOT CHITY
TONBKO B TOM CIIy4ae, CCIM OHM COCTABJICHB! B IMICBMCHHOM BHJIE M NOANUCAHEL YIIOIHOMOYEHHEIMH
IpeNCTABHTEILIMH Kaxkao# 13 CropoH.

6.5. Hacrosmee CormameHue BCTYmaeT B CHIY CO JHS €ro HoAmucasus CTOPOHAMH H
JeificrByer oo « » 20 roga. Konbwiennnansnas wundopmands, IepemaHHas
CroponamMu B TedeHHe Cpoka JeifcTeis HacTosmmero CorNameHHs He NOJISKHT PasIalleHHIO B
TEYCHHE IIATH KAJICHOAPHBIX JIET ¢ JATHl HpeKpameHns aeiicteusg Cormanenus,

6.6. Hacrosmee CormamecHre cOCTaBiIeHO B ABYX OK3EMILIApAX, MMEIONIUX OJHHAKOBYIO
IOPUANIECKYIO CHILY, [I0 OAHOMY K3eMIUIPY IVl Kaxkaoi u3 CTopom.

7. Hogmucu Cropou:

HCIIOJIHUTEJD: 3AKA3YUK:

©oHO PHO

MLIL MLII.
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